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1. AHHOTALIUS

1.1. Kpartkoe onucanue coaep aHus JaHHOW TUCIUIUINHEI,

B kypce mucrummunbl “Kpunrorpadus u 6€30macHOCTs” HM3J1araloTcs OCHOBHBIC TTOHSATHS
KpUnTorpaguueckux MeTOAOB U CpPEACTB 3aluThl MHGOpMAIMU, HEOOXOIUMBIE 1A
npoecCHOHANBHOM JesSTEeNbHOCTH B 001acTH HH(OPMALMOHHBIX TEXHOJOTUNH U CHCTEM CBS3H.
PaccmaTpuBaroTcst o01iye XapakTepUCTHUKH METOAOB KpUIITOrpaguueckol 3aiuThl MHGOpMaIuy,
MPUBOJISATCS. OMUCAHUE CPENICTB, MPHUHIMIIOB W MEXaHW3MOB oOecnedeHus HHPOPMAIIMOHHOMI
0€30MacCHOCTH U CPEICTB 3aIUTHl KOMIBIOTEPHOW MH(OpMAIMK C TMPUMEHEHHUEM KpUIITOTpaduu.
Jlanbl ompeneneHuss M OpUMeEphl Kpunrtorpadguueckoro 3akpeitus uHpopMmanuu. [loapoOHo
PaccMOTpEHBbl KJIACCUYECKHE M COBPEMEHHbIE CHMMETPUUYHBIE U ACHMMETPUYHBIE KPUITOCHUCTEMBI
mupoBaHUs, METOIBI CO3MaHUS U(DPOBOY TOMAIMKUCH, CIENUATbHBICE TEXHUYECKUE CPEACTBA IS
3alIUThl TIOMEIICHW | ammapaTypsl. OMUCHIBAIOTCS MPOLEAYPHI ayTeHTH(DHUKAIMN U IHPPOBAHUS
B CUCTEMaX paguOvacTOTHON HIeHTU(UKALNN U MOOUIBHON paauOCBsI3U Pa3HbIX TOKOJICHUH.

1.2. TpymoeMKOCTh B aKaJIeMHUYECKUX KpeIuTax - 2, B 4acax -/2, popmMa UTOTOBOTO KOHTPOJIS -
3auer;

1.3. JlanHass AMCHUIUIMHA TECHEHIIMM 00pa3oM CBs3aHA CO CIEAYIONUMH JUCHUTITHAMH:
U poBast CBS3b, BEPOSTHOCT U CITydallHbIe MPOIIECChI, JIMHEHHas anredpa U MpUI0KeHN ],
BBEJICHHE B IIU(PPOBYIO 00paOOTKY CUTHAJIOB, TCOPHS KOAUPOBAHMS M CIKATUE JTAHHBIX

1.4. Pe3ynpTaThl OCBOEHHS IPOTrPAMMBI TUCLUIIINHBIL:

Kon
HHIHKATOPA
Kon MOCTHKEHUS
. | HaumeHOBaHUe MHAMKATOPA
KOMIIETEHIIHH (8 HanMeHoBaHHMe KOMIIETEHIIMH (8 KOMITeTeHIIM I . "
MOCTHKEHUH KOMIIeTeHIMii (6
coomeemcmeuu coomeemcemauu padouum ¢ y4eoHvim (6
coomeemcemauu padouum ¢
paboyum ¢ n1anom) coomeemcmeuu
VUeOHbIM NIAHOM)
VUeOHbIM NIAHOM) pabouum ¢
VueOHbIM
NJIAHOM)
IIK-4 Cnocoben obecneuusams IIK-4.1 3HaeT OCHOBEI OOeCIIEUeHUS

ungopmayuonuyio 6e3onacHocmes
CUCMEMHO20 NPOZPAMMHOZ0
obecneuenus UHPOKOMMYHUKAUUOHHOU
cucmemuot IIT'Y

nH(}pOpMaAITMOHHOM
0€3011aCHOCTH, HOPMATHUBHBIE
IPaBOBBIE aKTHI B 001aCTH
UH(POPMALIMOHHOM
0€30I1aCHOCTH, CUCTEMHOE
nporpaMMHoOe oOecrieueHue.




TIK-4.2

YmeeT ocymiecTBIsATh COOp U
aHAJIN3 UCXOIHBIX JaHHBIX JUIS
obecrnieueHus
UH(POPMALIMOHHOM
0€30MacHOCTH CUCTEMHOTO
POrPaMMHOTO O0ECTICUeHUSI.

ITIK-4.3

Baaneer HaBbIKaMU yCTaHOBKH
Y HACTPOMKHU aIIapaTHo -
MPOTrpaMMHBIX CPEACTB
3aIATHl CACTEMHOTO
POrPaMMHOTO 00ECTICUeHUSI.

IIK-7

Cnocoben K évinonenuro pabom no
obecneuenuto YynKyuonuposanus
MeNeKOMMYHUKAUUOHHO20
000py006anuUa KOPNOPAMUEHBIX cemell ¢
yuemom mpedosanuii UHGOPMAyUOHHOU
be3onacnocmu

IIK-7.1

3HaeT OCHOBBI CETEBBIX
TEXHOJIOTH, CTaHIAPTHI U
METOJIBI 3alIUIIIEHHON
nepeaavn JaHHBIX B
KOPIIOPATUBHBIX CETIX
COBPEMEHHBIE TEXHOJIOTUU U
CTaH1apThI
aIMUHUCTPUPOBAHUS
TEJIEKOMMYHHUKAIIMOHHBIX
KOPIIOPAaTUBHBIX CETEM.

ITIK-7.2

YMmeer noanep:xuBaTh
aKTyaJIbHOCTh CETEBOM
UHPPACTPYKTYPHI, BECTU
3JIEKTPOHHBIE 0a3bl TaHHBIX
IPUMEHSTH HOBBIE TEXHOJIOTUU
aJIMUHUCTPUPOBAHMUS,
UCIIOJIb30BaTh CPE/ICTBA
JMArHOCTUKU 1 MOHUTOPHHIa
000pyAOBaHUS.

ITIK-7.3

Bianeer HaBBIKAMU
aJIMHHHCTPUPOBAHUS
CHCTEMHOT'O U CETEBOTO
IPOrPaMMHOTO
o0ecrneueHUs, HaBEIKaMU
3amuMThl 0a3 JaHHBIX OT
HECAHKIIMOHHUPOBAHHOTO
JOCTyTIA.

IIK-9

Cnocoben Kk aOmunucmpupoeanuro
npouecca nOUCKa u OUAZHOCMUKU
OWUDOOK cemeablx yCmpoicme u
HPOCPAMMHO20 0DecneyeHus

ITIK-9.1

3HaeT o011Me TPUHLUIIBI
(GyHKIIMOHUPOBAHUS U
APXUTEKTYPY alIapaTHbIX,
IPOTPAMMHBIX M TPOTPAMMHO-




anmnapaTHbIX CPEICTB
AIMUHUCTPUPYEMOU CETU

TIK-9.2

Ymeer noap30BaThCs
KOHTPOJIbHO-U3MEPUTETHLHBIMU
npudopaMu 1 amnmapaTypon,
aHaATU3UPOBATh COOOILEHHS 00
OIIMOKax B CETEBbIX
YCTPOMCTBAX U ONEPAIIHOHHBIX
CUCTEMaX.

IIK-9.3

Bianeer HaBbIKaMU
MOHHTOPHHTA YCTAaHOBIEHHBIX
CETEBBIX YCTPOMCTB U
POrPaMMHOTO O0ecTieueHus,
BBISIBJICHUSI U YCTPAHEHUS
cO0eB U 0TKAa30B CETEBBIX
YCTPOMCTB.

2. YYEBHAS ITPOI'PAMMA

2.1. lleqib OMCHUNJIMHBI - O3HAKOMJICHHE CTYICHTOB

OCHOBHBIMH IIOHATHUAMHU U

onpeAeneHus MU Kpunrorpadhuu U WHOOPMAMOHHONW 0€30MacCHOCTH, HEOOXOAUMBIMU IS

MpoeCCHOHAIBHONW ~ NIEATETLHOCTH B 007acTH  WH(OPMAIMOHHBIX TEXHOJIOTHH |

TeleKOMMYHUKauuid. M3yueHne MaTeMaTHYecKoro ammapara B O00JaCTH pa3iIMyYHbIX

METO0B KPUNTOTpapUUECKOro 3aKpbITUs HWH(GOpPMAIMK, TPAMOTHOTO BbIOOpa mapojei u

CIOco0O0B MMOCTaHOBKH HU(POBOI MOATUCH.

3aoaua - 03HAKOMIICHHE CTYJIEHTOB C OCHOBHBIMHM MOHATHUSMHU KPUNTOTpaQUUECKON 3alluThI

nHpopmaruu, npobdseMoit obecriedeHus: 0€301MacCHOCTH MH(POPMAIIMOHHBIX CHUCTEM, W3y4YeHUE

PA3JINYHBIX YI'pO3 U MCTOAOB 3allIUTHI OT HUX.




2.2. TpyloeMKOCTh NUCHMIUIMHBI U BUIBI Y4eOHOW pPabOTHI (B aKaJIeMHYECKHUX dYacax-7/2 |

3a4eTHBIX CMHHUIAX -2) (yoanumsv CHMpPOKU, KOMopble He OYOym NPUMEHEHbl 6 PAMKAX

OUCUUNTUHDBL)

Bcero, B Pacnipenesienne no cemecTpam
Buanb! yue6Hoi padoThl akaj. | 1 11 v I
qgacax CeM CceM CceM CEeM. CeM CEeM.
1 2 3 4 5 6 7 8
1.061mast Tpy10eMKOCTh U3yYeHHUsI 72 72
JAUCIUILIHHBI N0 CEMECTPaM, B T. 4.:
1.1. AyIuTOpHBIC 3aHSTHSA, B T. Y.: 32 32
1.1.1.JTexuuu 16 16
1.1.2.ITpakTuyecKkue 3aHsATHsL, B T. 4.
1.1.2.1. Pemenue 3amau 16 16
1.2. CamocrositenibHast pabora, B T. 4.: 40 40
1.2.1. [pyrue Bumbl
CaMOCTOSITENIbHOW PaboTHI, B
T.4. (yKa3aTh)
1.2.1.1.IluceMeHHBIE JOMAIITHUE
3aJaHHS
1.3. Koncynpranuu
HToroBslii KOHTPOJIb (DK3aMeH, 3a4er, 3auer 3aue
. 3a4eT - yKazarh) T
| Pazgenbl ¥ TeMbl TUCHUIINHBI Bcero Jlexnuu IIpakr. | Cemunap JlaGop.

2.3. ConepixaHue JUCHUILIHHBI

2.3.1. TemaTuyeckuii NJIaH U TPYA0EMKOCTb ayTUTOPHBIX 3aHATHH (MOY.JIH, pa3aeabl
AUCHUIINHBI M BUJBI 3aHATHI) 110 padodyemMy yueOHOMY IIAHY




(ak. (ak. yacoB) | 3ansTHs bl (aKk. (ak. yacoB)
4acoB) (ak. 4acoB)
4acoB)
2=3+4
1 +5+6 3 4 5 6
MOAYJIb 1. BABOBBIE
MNOHATUA TEOPUU 5 3 2
NHOOPMAIITNAN
BBenenue 1 1
Pasznea 1. Undopmauus, ee BUIABI U 3 ) 1
¢opmbI npeacTaBIeHUA
Tema 1.1. Buovt unghopmayuu u
CnoCo0bl ee npedcmaesienus 6 1 1
UHDOPpMAYUOHHBIX cUuCmEeMax
Tema 1.2. @a3zvr obpawenusn u ) 1 1
Cnocoobl uzmepenusn unhopmayuu
MOJVJIb 2.
NHOOPMAILIMOHHASA 7 4 3
BE3OINACHOCTD U 3AILIUTA
Paznen 2. [Ipo6seMbl 1 3a1a4u 5 5
HH(OPMAIMOHHON 0€30IaCHOCTH
Tema 2.1. OcHnoeHble nonamusn u
cocmagnaouue UHQOPMayUOHHOU 1 1
oezonacnocmu
Tema 2.2. Ionumuka 1 1
uHgopmayuonnoil dezonacHocmu
Paznen 3. Undopmanmonnasn . 5 3 )
0e301aCHOCTh KOMIILIOTEPHBIX ceTel
Tema 3.1. 3awguma om eépedonocHbIX 3 1 5 )
npoZpamm u cnama
Tema 3.2. Ocobennocmu obecneuenus
UHGoOpmayuonnou 0Oe3onacHocmu 6 2 1 1 -

KOMRBIOMEPHBLIX CEMAX




MOJYJb 3.
KPUINITOTPA®UYECKHUE
METO/IbI 3ALIIATHI

16

Pasnea 4. Kpunrorpaguyeckoe
3aKpbITHE
uHpopManuun

11

Tema 4.1. Ilpeomem u 3a0auu
Kpunmozpaghuu u Kpunmoanaiuza

Tema 4.2. Knaccuueckue wiughpol

Tema 4.3. Cummempuunuple
Kpunmocucmemul

Tema 4.4. Acummempuunsie
Kpunmocucmemol

Pa3znen 5. KoHTpoJIb 11€J10CTHOCTH
JAHHBIX

Tema 5.1. Dnekmponnan yugposasn
noonuco

Tema 5.2. Cospemennnvle npunodxicenus
Kpunmozpagpuu

MOJYJIb 4. BA3OBBIE
TEXHOJIOI' ! 3AILIATHI
JTAHHBIX B CHCTEMAX
MOBWJIBHOM CBSI3U U
JEKTPOHHOMN
UIEHTUOUKALMN

Pa3znen 6. AcnieKkThI 0€30IIACHOCTH B
COTOBBIX CHCTEMAaX NMOJABUKHOMN
PaINOCBI3H

Tema 6.1. Texnuueckasn 6ezonacrnocms
6 CmaHoapmax nOOGUNCHOU CA3U
GSM, UMTS u LTE

Pa3nesn 7. ObGecnieuenue
UHGOPMAIMOHHOM 0€30MaCHOCTH
CHCTEM YJIEKTPOHHOM MIeHTH(PUKALMHU

Tema 7.1. Obecneuenue
Oezonacnocmu OAGHHBIX 8
MUKDORPOUECCOPHBIX KApmax u
cucmemax RFID

HUTOI'O:

32

16

16




2.3.2. Kpatkoe cogep:kaHue pa3aejoB JUCHUIIMHBI B BUJle TEMATHYECKOT0 MJIaHA

Beeoenue
Kparkass umcropuueckas cmpaBka O pa3BuUTHU Teopun wuHPopManuu. [loctaHoBKa MpoOIEMBI

uHpOpMaMOHHOM O6e3omacHocTH. OCHOBHBIE OHATUSL TEOPUHU BeposATHOCTEH. HekoTophie 3aKOHBI
pacrpezesneHus ciayvaiiHpIx BenuuuH. ColepkaHue JUCIUILTHHE [1,2].

Paznen 1. Uudopmanus, ee BUaAbLI 1 GopMbI IpeaCTABJICHUS

Tema 1.1. Buowvl unghopmayuu u cnocoowt ee npedcmasieHus 6 UHGOPMAYUOHHBIX CUCHEMAX

Ionxoxp! k ompeneneHuto MmoHsATUs «uHpopMarusy. Knaccupukamus uHPOpMaIuu Mo crnocoly
BocripusTUa U (opme mpexacraBieHus. CurHam, KaHal CBA3HM, COOOIIEHHE, JdaHHbIe. VICTOYHHK

uHbopManuu, mprueMHuK uHpopmanuu [1, I'n.1].

Tema 1.2. @a3zvt oopawenus u cnocoodwvl uzmepeHus uH@opmayuu
[MpuHnunel XpaHeHus, u3MepeHus, o0paboTku U mnepenaun uHGopmammu. Mepbl KOIMYECTBA U
kauecTBa nHpopManuu. 3mepenue koandecTBa HHGOpMAIIHH, €TUHUIBI H3MEPEHUS HHPOPMAITIH.

[Tepemaua uHboOpManuu, CKOpOCTh nepeaaun uubopmanuu [1, T'm.1].

MOAYJIb 2. TH®OPMANMNOHHASA BE3OINTACHOCTbD U 3BAHIUTA UH®OPMAILINU

Paznen 2. [1po6JeMbl ¥ 33124 HHGOPMAIMOHHOI 0€30I1aCHOCTH

Tema 2.1. Ocnoenvie nonamus u cocmagnsaoujue UHPOPMayuoOHHOU H6e30naACHOCIU

CoBpeMeHHOE COCTOSIHUE, IEPCIIEKTUBA U PETPOCIIeKTHBA. MH(pOpMamOHHbIE CHCTEMBI, CPEICTBA,
KaHaJbl, ceTH U cpeabl. OCHOBHBIEC MOHATHSA, ONPEACICHUS U COCTABISIOMNE HH(POPMALMOHHOM
6e3omacHOCTH. AHanu3 yrpo3 MH(GOpManuoHHOW Oe3omacHOCTH. OCHOBHBIE YIpo3bl HapyIICHHS
JOCTYITHOCTH, [IETIOCTHOCTH " KOH(UICHIIATEHOCTH nHpopmanuu. Kananst
HECAaHKI[MOHUPOBAHHOTO JIO0CTyna K MHQpopManmu. TeXxHH4ecKkue KaHajbl YTEUKH WHOPMAIHH.

OcHOBHBIC 33/1a4M 3amUThl HHPOpMarmu [2, . 1].

Tema 2.2. Ilonumuxa ungopmayuonnoii 6ezonacnocmu

3amaun  WHGOPMAITMOHHOW  OE€30MacHOCTH  OO0miecTBa. YPOBHU  (OPMHPOBAHUS  pPEeXHMaA
nHpopmanmoHHo O6e3omacHocTH. OTBETCTBEHHOCTh 3a HapyuieHus B chepe HHPOPMAITMOHHON
oe3omacHocT. CTaHIapThl HHPOPMAITMOHHOM 0€301macHOCTH st OecpOoBOHBIX ceTeld. CTaHaapThI

uHpopMaMOHHOM  Oe3omacHoct anst  Murtepuera, mportokonsl SSL, IPSec u  SET.



AJIMUHHCTPAaTUBHBIA ypPOBEHb OOecriedeHUs HHMOPMAITMOHHOW 0e301MacHOCTH. AHAIN3 U OICHKA

pHuCKOB nHpOpMAIMOHHO# 6e3omacHocTH. [2, 1.6, I'n.7, 7, T'n.1].

Pa3nen 3. UndopmannoHHas 6€30MaCHOCTL KOMIIbIOTEPHBIX ceTeil

Tema 3.1. 3awuma om 8pedOHOCHBIX NPOZPAMM U CHAMA
Knaccugukarusi BpegoHOCHOTOo TporpaMMHoOro obOecredeHus. OCHOBBI pabOThI aHTUBUPYCHBIX
nporpamm. O0avyHas aHTUBUpYCHast 3amuTa. Kiaccudukanus yrpos s MOOMIIBHBIX YCTPOHCTB |

MeTOIbI 3amuThl [2, ['1.13, 7, T'n.2].

Tema 3.2. Ocobennocmu obecneueHus UHPOPMAYUOHHOU 0€30NACHOCMU 6 KOMHbIOMEPHBIX
cemax

JlokanbHble U ceTeBble (yaajleHHble) yrpo3bl. CeTeBble MOJENM INepefadd JaHHbIX. Monenb
B3aumozeicTBust  OTKphIThIX cucteM OSI/ISO. Crex mnporokonoB TCP/IP. Knaccudukarus

yIaJIEeHHBIX YIPO3 B BRIUUCIUTENBHBIX ceTax [2, .15, 7, T'n.4 ].

MOAVJIb 3. KPUTITOI'PAOUYECKHUE METO/IbI BAIIIUTHI UHOOPMAIIMN

Pa3nea 4. Kpunrorpadguyeckoe 3akpbiTue HHGopManuun

Tema 4.1. Ilpeomem u 3a0auu Kpunmozpaghuu u Kpunmoananuza

[Ipeamer u 3agaun kpunTorpaduu U Kpunroananusa. Mcropust pazsutus kpunrorpadguu.CTORKOCTh
kpunrorpaduueckoro anropur™a. Knaccudukanus kpunrorpadpuueckux anroputmos [3, I'1.1].
Tema 4.2. Knaccuueckue wiughpol

Knaccuueckne mmdpsl nepectaHoBku: mudp «ckurtanay, pemerka Kapnano u mudp Pumense.
[udpsr mpoctoit 3amensl: kBampaTr llomuOus, mmdpyromas cuctema llezaps. Kpunroananus
mupoB mpoctor 3ameHbl. Tabmuma Tpuremwus, mmdpoBaibHBIH auck AnsOeptu. [Iludp

Bmxunepa. ludp Beprnama. Illugpsr kononHo# 3amensl. [udpoBansusie mammnsl [3, 1.1, 6,

q.1].

Tema 4.3. Cummempuunsie Kpunmocucmemol

OcHogrbl Teopuu [llenonna u ee pazsurue. Moaenu mmdpos. Pe3ynbrarsl Teopun nHGOpMaum st
kpunrorpadpuu. Kommozurmu mugppos. Cers Deiictens. Anroputm mudposanus DES, ocHoBHbIE
pexxumbl paboTel. Momudukanuu anroputMa DES. Hludp AES. BrramciaurtenbHas CTOHMKOCTh
KPUNTOAITOPUTMOB. ATakM Ha aIropuTMbl MIHUGpOBaHUA. MeToAbl KpHUNTOAHAIN3a OJOYHBIX

mudpoB. TpeboBanms, NMPEAbIBISIEMbIE K COBPEMEHHBIM OJOYHBIM aJTOpUTMaM IIMGPOBAHUSI.



['enepanusi, pacrmpeneieHue U XpaHEHUE KItouell MmHUGpPOBaHUSA [JII CUMMETPUYHBIX CHCTEM.

["eHepaTopsl CydaifHBIX U TICEBIOCTyYalHbIX uncen [3, ['1.2, 6, U.3].

Tema 4.4. Acummempuunsie KpUnRmMocucmemol

AccuMeTpUYHBIE CHCTEMBl IIU(PPOBaHHUS, WX OCOOCHHOCTH, TIPEHMYIIECTBA M HEJOCTaTKH.
CpaBHenue ¢ cumMeTpuaHbIMU cucteMamu. Cucrema [{uddu-Xemmmana. Marematnueckrue OCHOBBI
acUMMeTpu4yHON Kpuntorpadpuu. @OYyHKIHUH, HCIONb3yeMble B KPUITOrpapUUecKHX CHCTEMax,
onHoHanpasieHuble ¢yHkuuu. [Hupp Mamupa. Hludpp Onp-Iamana. IlIudp RSA. Araku nHa
anroput™m RSA. T'ubpunnsie kpunrocucremsi [3, ['1.3, 6, U.2].

Paznesa 5. KoHTPOabL 1€JJOCTHOCTH JAHHBIX

Tema 5.1. Dnekmponnan yughposas noonuco

LenoctHocTs maHHBIX. DyHKIMM X3mHMpoBaHusA. TpeOoBanus K xom-pyHkuusM. OOmue
MOJIOKEHUS AJIEKTPOHHOM IMdpoBoi moanucu. Anroputmsl nudposoit nmoamucu RSA u DSA.
Cxema noganucu Dab-I'amans [3, T'n.3].

Tema 5.2. Cospemennnvie npuioxcenus Kpunmozpaghuu

CucTeMbl TAfHOTO AJIEKTPOHHOTO TOJIOCOBAHUSA. DJICKTPOHHBIE IEHBIU. DIEKTPOHHAS KepeObeBKa.
3ammTa JOKyMEHTOB W IIEHHBIX Oymar oT moxaenkd. CreraHorpauuecKkue METOIbl 3aIIHUTHI

uHpopmanuu. CucteMbl BcTpauBaHusi HHGOpMauu B U300pakeHUs, BUJIEO U 3BYKOBbIE CHUTHAIIBI

[3, .3, 6, U.4].

MOAYJIb 4. BASBOBBIE TEXHOJIOI'MH 3AINTHI JTAHHBIX B CUCTEMAX
MOBWJIBHOU CBA3U M DJEKTPOHHOU WJIEHTU®UKALIMA

Pa3nes 6. AcnieKThI 0€30HACHOCTH B COTOBBIX CHCTEMAaX MOABHIKHONH PATHOCBA3ZH

Tema 6.1. Texnuueckasn 6ezonacnocms 6 cmanoapmax noosudicnoi ceazu GSM, UMTS u LTE
VYrpo3el  COOOIIEHHIO. VYTrpo3sl  TIOJNB30BATEINIO. Yrpo3sl  cucTeMe. ITpoTokosbl
mmdpoBanus/aemudpoBanus B crangaprax moasmwxkHoi cBizm GSM, UMTS u LTE [4, I'n.11,

In.13]

Paznen 7. OGecneyenne MHOOPMALMOHHOM 0€30IIACHOCTH _CHCTEM 3JIEKTPOHHOM

naeHTubuKanun

Tema 7.1. Obecneuenue GezonacHocmu OAHHBLIX 8 MUKPONPOUECCOPHBIX KAPMAX U CUCHEMAX

RFID



Unentuduxanus u ayrentudukanus. buomerpuueckas ayreHTUQUKAus. MeTobl pa3rpaHudeHUs

noctyna. AyTeHTH(UKAIUs, OCHOBaHHAas Ha aJIrOpUTMax CHUMMETPHUYHOTO M AaCHUMMETPHUYHOTO

mmdpoBanus. OOecriedeHrne LEIOCTHOCTH W KOH(QUACHUIUAIBHOCTH IE€peJaBacMbIX JIaHHBIX.

B3anmuas aytentudukanus pugepa u TpaHcrnonzaepa. [Ipobiembl 1 0COOEHHOCTH OpraHU3aIUH

3ammThl cMapt-kapr [5, I'm. 11, 12].

NogkrwdpE

10.
11.
12.

13.
14.
15.
16.

17.
18.
19.

20

25.
26.

27.
28.
29.
30.

2.3.3. Kpatkoe conep:kaHue NPaKTHYeCKUX 3aHATHH — 16 yacoB.

CriocoOb1 xpaneHust, 00padOTKU U nepeaaun HHPOpMaIuu

Enununs! usmepenus nndopmanuu

Hocurenu nadopmarun

Omnpenenenne oObeMa TaHHBIX B JBOMYHON U ACCATUIHON CHCTEMAaX CUMCIICHHS
Omnpenenenue CKOPOCTH Meperaynd HHPOpMaLUU

CkopocTb nepenayu uHGopMauu MpU UCIOILOBAaHUM KoJia bono
[IporpamMHO-anmapaTHbIE cpencTBa obOecreueHuss HH(POPMAIMOHHONW O€30MacHOCTH B
KOMIIBIOTEPHBIX CETAX

3ammTa NporpaMMHOrO  OOecreueHHss OT BHPYCHOTO — 3apakeHHs, pa3pyLIarolux
MPOTPAMMHBIX IEHUCTBUI M U3MEHEHHI

Oco6eHHOCTH 3aIUTHl HHPOPMALIUU B KOMITBIOTEPHBIX CETIX

YpoBHHM ceTeBbIX aTak coriaacHo Mojaenu OSI

Buasl atak Ha cereBble KOMIOHEHTHI. ATaku Ha DNS- cepBepa

Hcnonp30BaHne KIACCHUYECKUX KPUITOANTOPUTMOB TMEPECTAHOBKM M TMOJICTAHOBKHU JIJISt
3alIUTHl TEKCTOBOM MH(OpMaIiu

NmurtocroitkocTs U KpunTorpaduyueckas CTOUKOCTb

CriocoObl CKpBITOM Mepeaay TaHHBIX

CoxkpeiTue nHpopmaiuu B 3ByKoBbIX (aiinax ¢gopmara MIDI u WAV

[Tpumenenne creranorpapuuecknx mnporpamm DeEgger Embedder,SilentEye u Xiao
Steganography

W3ydenue ycTpoiicTBa U MPUHIUNA PaOOThI IIM(PPOBATLHON MAITUHBI « DHUTMa»

[udpsr rammupoBaHus

PesynbraTsl Teopun uHpopMmaruu i Kpunrorpaduu, reopema lllennona

. JdemmdpoBanue mudpa npocToil mepecTaHOBKH PH MOMOIIH METO1a OUTpaMM
21.
22.
23.
24.

Cerpb Deiicrens

Crannmapt cummerpuaHoro mudpoBanus DES

I'enepanus nceBaocayvdaiHbIX yncen MetoaoM bitom-biaroma-11y6a

[Tonsstue omHocTtoponHed (Qynkiuu. HMcmonp30BaHWe OJMHOCTOPOHHUX —(PYHKIIUHA B
KPUNTOTpaguUecKuX alropurMax

Cucrema Jluddpu-Xennmmana

MareMaTHUeCKHE OCHOBBI ACHMMETPUYHOM Kpunrorpapuu: ¢yHukus Oinepa, Mmanas
teopeMa @Depma, TeopeMa Oilepa, pacUIMPEHHbIA anroput™m EBKIWIA,aq0rOpUTM
MNOBTOPHOTO YMHOXEHMS 110 MOZYJIO, aJrOPUTM IOBTOPHOTO BO3BEJIEHUS B KBaApaT IO
MOJYJIIO

ITpoBepka yncen Ha MPOCTOTY, TecT Munepa-Pabuna

[Mudp [Mlamupa

Mudp Dnp-Tamans

Anroputm RSA



31. bezonmacHocTs anroputma RSA 1 BBl OCHOBHBIX aTak

32. DnekrponHas nudpoas noanuch Ha ocHoBe RSA

33. DnekTponHas mudpoBas MOAMUCH HA OCHOBE CXeMbl Diib-I"amais

34. CkppiTHe pedeBod HWHPOpMAIMM B  TeNe(POHHBIX CHCTEMax C HCHOJIb30BaHUEM
KPUNTOTpagUIECKUX METOIOB

35. IIpumenenue kpuntorpapudeckux anroputMoB A3, A8 u A5

36. Bzanmnas ayTeHTH(UKAIMS C HCTIOJIB30BaHUEM CEKPETHOTO KPUIITOKITIOUA

37. B3aumHas ayTeHTU(UKAIUS C UCTIOJIH30BAHUEM BBIBEICHHBIX KPUITTOKITIOUCH
2.3.4. MarepuajJbHO-TeXHHYECKOe o0ecnevyeHue TUCIHHIIINHBI

(KpaTko mpencraBuTh IepedeHb MaTepUaJbHO-TEXHUYECKOTO OCHANICHWs, HWH()OPMAIIMOHHO-
TEXHHUYECKHUX CPEICTB).

° Y4eOHBIE METOIUYECKHE TTOCOONS,

o My.HbTHMC,Z[HfIH&SI AyJaUuTOpUs ¢ NIMPOKOMOJIOCHBIM JOCTYIIOM B CE€Th UHTCPHCT,
. MEPCOHAIIbHBIA KOMITBIOTED,

o JI0CKa U Mapkep,

®  TIPOCKTOP.

2.4. MoayiabHasi CTPYKTypa [IHCHUILUIMHBI C pacnpeiejleHueM BecoB 1o dopmam

KOHTpoOJIei
Bec ¢opmbl . .
(bop Bec utorosoii Bec utorosoii
(popm) Bec ¢opmbi Beca
OLIEHKHU OLIEHKHU .
TeKYLIET0 NPOMEKYTO pe3yJbTUpYylomeii
NMPOMEKYTOYH | MPOMEKYTOUYHOT
KOHTpPOJISl B YHOTI'0 OLEHKHU
0ro KOHTPOJIs 0 KOHTPOJISI B
pe3yJbTHPY | KOHTPOJIA B B 3V L THDVIOILE TMPOMEKYTOUHBIX
DopMBI KOHTPOJIeH e HMTOTrOBOM pesy’ pyiom KOHTPOJIel U OLeHKHU
pe3yJIbTHPYIO il oueHKe
OLIeHKe OlIeHKe N HMTOTOBOr0 KOHTPOJIS
11eii oneHKe NPOMeKyTOYHbI N
TeKylIero NPOMEKYyTO . B pe3yJbTHPYIOLIeH
MPOMEKYTOUH X KOHTPpOJIei
KOHTPOJIs YHOTO N OLleHKe HTOT0BOI'0
bIX (ceMecTpoOBOi
(mo KOHTPOJIs . KOHTpOJIsA
KOHTpoJ1ei OlICHKE)
MOIYJISIM)
Buna yueonoii M1l M2 M1 M2 M1 M2
PaGoTHI/KOHTPOJIsS !

! VueGunbiii Moayns




Kontponbnas pabdota (npu
Haau4uu)

YcTHBIN onpoc (npu Hanuvuu)

Tect (npu nanuuuu)

JlaGopatopHbie paboTHI (npu
Haau4uu)

[MuceMeHHBbIE JOMAIITHUE 33 JaHUS 1
(npu Hanuuuu)

Pedepart (npu nanuuuu)

Dcce (npu Hanuvuu)

[IpoekT (npu nanuuuu)

Pemenue 3amau 1

Beca pe3yapTupyromumx oreHoK 0.5
TEKYIINX KOHTPOJICH B UTOTOBBIX
OLICHKaX MPOMEXYTOUHBIX
KOHTpPOJIEH

Beca orieHok mpomMeKyTOUHBIX 0.5
KOHTpOJ’ICﬁ B UTOI'OBBIX OLICHKAaX
IPOMEKYTOUHBIX KOHTPOJICH

Bec urorosoii onenku 1-ro
MIPOMEKYTOYHOT'O KOHTPOJISI B
PE3YJIBTUPYIOLIEH OLIEHKE
MIPOMEKYTOUYHBIX KOHTPOJICH

Bec urorosoii oneHku 2-1o 1
MIPOMEKYTOYHOT'O KOHTPOJISI B
PE3YJIbTUPYIOLIEH OLIEHKE
MIPOMEKYTOUYHBIX KOHTPOJICH

Bec pesynbTupytoieit onieHKu 0.4
IIPOMEKYTOUHBIX KOHTpOJIEH B
PE3YJIbTUPYIOLIEH OLIEHKE
UTOTOBOT'O KOHTPOJISI

Bec nTOroBoro KOHTpoJIst 0.6
(Ik3ameH/3a4eT) B
PE3YJIbTUPYIOLIEH OLIEHKE
UTOTOBOT'O KOHTPOJISI

3. Teoperuueckuii 0J10K (yKazvlearomcsa mamepuaivl, HEOOX00UMbIEe 0111 0CBO0CHUA YUEeOHOI
npoOZPamMmul OUCUUNTIUHDL)
3.1. Marepuaisl 1o TEOPETUYECKON YaCTH Kypca
3.1.1. Vuebuuk(n);

3.1.2. YueGHoe(bie) mocodue(s);




© © N o g > w DN PE

OcHoBHas1 UuTEpaTypa
1. KoctpoB Bb. B. OcHoBbl 1mudpoBoil nepegaun U KOAUPOBaHUS HHPOpMAIKH.-M.:
«Texbyx», 2007.-192 c.
2. Maxapenko C. U. Unpopmannonnas 0Oe30macHOCTh: ydeOHOe mocoOue st CTYJCHTOB
By30B. — CtaBpomnoinb: CO MITVY um. M. A. lllonoxosa, 2009. — 372 c.: .
3. BacuaweBa W. H. Kpunrtorpaduueckue meTompl 3ammThl HHPOPMAIMH: YYEOHUK U

NPaKTUKYM JUIs akajeMuuyeckoro 6akanaBpuata.-M.: U3natensctBo FOpaidt, 2017.-349 c.

JlonotHUTE/ILHAS JIUTEPATypa:
4. baokos B. 0., Hukun U. A. CotoBble cuCTeMbl MOOMJIBHOW PaJMOCB3H: y4ueb. mocooue.-
2-e u3 ., nepepad. u gom.-CI16.:bXB-Ilerepoypr, 2013.- 432 c.

5. Mmxywsn B. JI., Ilanbrun B. ®. DOnekrponHas wuaeHTH(HKanui. beckoHTaKTHbIE
uaeHTuuKaTopbl U cMapT-KapThl.- M.: «3marensctBo ACT»: U3marensctBo «HT Ilpeccy,
2004.-695 c.

6. bapanoBa E. K. Kpuntorpapuueckue meronsl 3ammrthl uHpopmarmu. JlabopaTopHblit
npaktukyMm: yueoHoe nmocobue / E.K. bapanosa, A.B.ba6amr .- M.: KHOPYC, 2015.- 200 c.
7. bapanoBa E.K. Hudpopmanmonnas Oe3omacHOCTh © 3amuTa HWHOOpMaIUU:ydeOHOE

nocobue/ E.K. bapanosa, A.B. 6a6amr.-M.:EAOMU, 20212.-311.c

3.1.3. DnexTpoHHBIE MaTepHaibl (JIEKTPOHHBIE YYEOHHMKH, y4eOHBbIE MOCOOMs, KYpChl U

KpaTKHe KOHCIEKTHI JIeKITui, mpe3entanuu PPT u 1.11.);

@DoHAbI OLEHOYHBIX CPEICTB (YKA3bI6AIOMCA Mamepuaivl, HeodxXooumvle 011 NPOGEPKU
YPOBHA 3HAHUIL 6 COOMBEMCMEUN C COOEPHCAHUEM YUEOHOU RPOZPAMMbBL OUCHUNIUHDL).

4.1. IlepeyeHb BONMPOCOB /IJisi HTOTOBOT0 KOHTPOJIS

[ToaxobI K ONIpeIeTICHUIO TIOHATHS «HH(POPMAIIHSD

Knaccudukanus napopmaiuu no crnocody BocnpusaTusi 1 Gopme npeacTaBieHusl.

Curnan, KaHai CBs3H, COOOIIeHNe, naHHbIe. VICTOYHHUK nHpOpMAaIUy, TPUEMHUK HHPOpMAIIUN
[TpuHIIUTIBI XpaHEHUs, U3MEPEHUsI, 00pabOTKH U Tepeaadn nHPpOopMaIuu

Mepbl KOJIMYECTBA U KauecTBa HHPOpMAIUU

N3mepenue xonnyecTBa nHGOpMAIINH, SAMHUIIBI K3MEPEHUS UH()OpMALIUN

[lepenava wHOpM™MaIuu, CKOpOCTh Nepeaadun UHOOpMaIUn

OCHOBHBIE TIOHSTHS, OTIPENICIICHUS M COCTABJISIONINE HHPOPMAITMOHHOW O€30MTaCHOCTH

Haubosee onacuble yrpo3sl HHPOPMAITMOHHONW O€30MaCHOCTH



10.
11.
12.
13.
14.
15.
16.

17.
18.

19.
20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

HNudpopmanronnsie ataku. TexHruueckre KaHalbl yTeUKH WHGOpMaluu

YpoBHU hopMupOBaHHS pexuMa HHPOPMAITMOHHOW 0€30MMaCHOCTH.

Crannaptsl HHQOPMAIIMOHHON 0€30IacHOCTH /IS OECIIPOBOAHBIX CETEH.

Crannaptel nuHpopManroHHOM 6e3omacHocT ans MaTepHeTa, mporokossl SSL, IPSec u SET.
AJIMUHHCTPAaTUBHBIA ypPOBEHb O0OeCcTieueHHSI MHOOPMAITMOHHOW O€301acHOCTH

AHanm3 ¥ OlleHKa pUCKOB HHGOPMAITMOHHON O€30MaCHOCTH

Knaccudukanus Bpe1oHOCHOTO nporpaMmMHoro odecrnedenus. OCHOBBI pabOThI aHTUBUPYCHBIX
POTPaMM.

OO6nayHasi aHTUBUPYCHAS 3alllUTa

CeTeBble MOJIENIM TEpeaadd JaHHBIX. Mojenb B3auMoaeidcTBusl OTKphIThIX cuctem OSI/ISO.
Crex npotokosioB TCP/IP

Knaccudukanus yaneHHbIX yrpo3 B BEBIYUCIUTEIBHBIX CETIX

[Ipeamer u 3amaunm kpunrtorpaduu u KpunroaHaiausza. CTOWKOCTh KpHUNTOTPAPUIECKOTO
anroputMma. Knaccudukanus kpunrorpapuueckiux alropuTMoB

Knaccuueckue mugpsl nepecTaHoBKU: MU «CKuTanay, pemerka Kapaano u mmdp Pumense.
HIudpsr npoctoit 3amensl: kBagpar Ilommubus, mmdpyromas cuctema Llesaps. Kpunrtoananus
G pPOB MPOCTOI 3aMEHBI

Ta6muma Tputemus, mubpoBabHBINA TUCK AJBOSPTH.

Iudp Buxunepa. udpp Beprama. IlIndpsr kononnoit 3amensl. [lIndpoBanbHbie ManHbI
OcnoBsl Teopuu llleHonHa u ee pazButue. Moaenu mugpos. PezynpraTsl Teopun nHbOpMaAUN
ISt Kpuntorpadun

Kommozuruu mmdpos. Cers Deiictens

Anroputm mmmdposanus DES, ocHOBHBIE peKUMBI PabOTHI

HIudpp AES

BrruncnuTenbHas CTOMKOCTh KPUITOAITOPUTMOB. ATaKH Ha alrOPUTMBI TP POBAHUS

Metoasl kpunrtoaHanuza OjouyHbIX mHUGpoB. TpeOoBaHUs, MPEAbABISIEMbIE K COBPEMEHHBIM
OJIOYHBIM aNITOPUTMaM MIU(PPOBAHUS

I'enepanus, pacupeneneHue U XpaHeHHE KIIOYeH IMM(POBaHUS AT CUMMETPUYHBIX CHUCTEM,
TeHepaTOphl CAyYailHBIX U MCEBIOCTyUYalHbIX YHCET

AccuMeTpuyHble CUCTEMBI IU(GPOBAHUS, WX OCOOEHHOCTH, MPEUMYLIECTBA M HEIOCTATKH.
CpaBHEHHE C CHMMETPHUYHBIMU CUCTEMAMU

Cucrema luddu-Xennmana



33.
34.
35.
36.
37.
38.

39.
40.

41.
42.
43.
44,

45.

46.

47.

MarteMaTnyeckre OCHOBBI aCHMMETPUYHON KpUnTorpadumu.

[udp lamupa. [udp Inb-I"amans

HIudpp RSA. Araku Ha anroputm RSA

I'ubpuaHbIe KPUMITOCUCTEMBI

[lenocTHOCTH AaHHBIX. DYHKIMH X IIKUpoBaHUs. TpeGoBaHUs K X3UI-(PYHKIHUIM

OO01Ke MoJIOKEHHS JIEKTPOHHOM ITUGPOBOM moanucu. Anroputmsl idpoBoit noamucu RSA u
DSA

Cxema noanucu Dnp-I"amans

CucrtemMbl TaWHOTO DBJIEKTPOHHOTO TOJIOCOBaHUA. OJIEKTPOHHBIE JE€HBIH. OJIEKTPOHHAA
*KepeObeBKa. 3alura JOKYMEHTOB M LEHHbIX Oymar oT mnoxanenku. CreraHorpaduueckue
METOJIBI 3amuThl HHpopMauu. CUCTEeMBbl BCTpauBaHus WH(MOpMALIUK B U300paKeHUS, BUICO U
3BYKOBBIE CHUTHAJIBI

Yrpo3sl coo0IIeHNI0. YTPO3BI MOIB30BATEII0. YTPO3bl CHCTEME

[Tporokonsl mudpoBanus/nemmdpoBanus B cTanaapTax moasmwkHou cBs3u GSM u UMTS
Anroput™mbl UppOBaHU, HASHTU(PHUKAINN U ayTeHTUHUKaMK B ctangapte LTE

Wnentudukanus u ayrenrudukanus. buomerpuueckas ayreHTUGUKaIus
Mertonp! pasrpaHndeHust AocTyna. Perucrpamnus u ayaur

AyTeHTH(UKAlMA, OCHOBaHHAas Ha aJropuTMax CHMMETPUYHOIO M aCUMMETPUYHOIO
mmppoBanuss OOecriedeHrne LEIOCTHOCTH M KOH(UICHLIMANBHOCTU IEpeaBacMbIX TaHHBIX.
B3anmnas ayreHTudUKanus puaepa u TpaHCIOHAEpa

[TpoGaemMbl 1 0COOEHHOCTH OpPTaHU3AIUH 3aIIUTHl CMApT-KapT

4.2. O0pa3en BApHaHTA TeCTAa HTOTOBOI0 KOHTPOJIA

Bbuaer Ne 5

1. IlepecTaHOBOYHBIM HIM(POM SABJIACTCH: DHO cTyaenTa

a. mmdp Lezaps;
b. mmdp Bmwkunepa;

C. «pemetka Kapgano»

2. lIndpom ci10:kHOI 3aMeHbI SIBJIAETCS:

a. mmdp Lezaps;
b. mmdp Bmwkunepa;

C. JIBOHAas mepecTaHOBKa

3. llludpom npocTtoii 3aMeHbI SIBJISIETCS:

a. mmmdp raMMHAPOBAHUS



b. mmdp KonmoHHOI 3aMEHEI
C. «xBagmpat [lomubus».

4. llIn¢ps! cJ10KHON 3aMeHbI ABISIOTCH:
a. OI[HOEIJ'I(l)aBI/ITHBIMI/I;

b. MuOroampasuTHEIMY;
C. KOMIIO3UIIMOHHBIMH.

5. BJIOYHBIMH ABJISAIOTCH KJIAacCHYeCKUe HPpbI:
a. HpOCTOP’I 3aMCHBI;

b. cioxHol 3aMeHbI;
C. TEpPeCTaHOBKH.

6. Pe:xuM padoThl IM(POB ... NPOU3BOAUT MKMPpPOBaHHe U paciiudpoBaHue 0JJOKOB TEKCTa
He3aBHCHMO APYT OT Apyra:
a. 3JeKTpoHHas kozjoBas kaura ECB;

b. cuemnenue 610K0B mUdporekcra CBC;
C. oOpatHas cBs3b 10 mudporexkcry CFB.

7. A3MeHeHHe B CpPeIHEM MOJIOBHHBI OMT BBIXOJHOT0 0JI0Ka ajiroputMa mudpoBaHus Npu
H3MEHEHUM OJJHOT0 OMTAa BXOJHOI0 TEKCTA HAa3bIBaeTcs ... udpa:
a. JaBUHHBIM 3 (deKToM;

b. xommpomenrarueii;
C. TaMMHPOBaHHEM.

8. IIpenmMeToM KPUNTOAHAIN3A ABJISIOTCA METOABI:
a. HMMHTO3AIIUTHI COOOIIEHUIA;

b. mmppoBanus gaHHBIX;
C. BCKPBITHS IIU(POB.

9. /lnuHa KJII0YA COBPEMEHHOr0 CHMMETPHYHOI0 MM (pa 10/1:KHA COCTABJISITH HE MEHee ...
OUT 1J151 00ecneYeHHUsI MPAKTUYECKOH CTOMKOCTH:

a. 64;
b. 128;
c. 256.

10. ¥rpo3a undopManuoHHO# 6€30MACHOCTH-ITO:

a. uTeHwe, OOHOBIICHHWE WIHM pa3pylieHHe WHPOPMAIUHA NMPH OTCYTCTBHH HAa 3TO COOTBETCTBYIOIIHX
ITOJTHOMOYMIA;
HE3aKOHHOE MOJIKITFOYCHUE K JIMHHUSIM CBSI3H,

C. COBOKYITHOCTh YCIIOBUH M (DaKTOPOB, CO3JAIOIIMX MMOTCHIUAIBHYIO WIH PEabHO CYIIECTBYIOIIYIO
OITACHOCTh HAPYIICHUS NHPOPMAIIMOHHOW 0€301aCHOCTH;

d. IuMCcTaHIMOHHOE IMPEOIOJIEHHE CUCTEM 3aAIIUTHL.
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