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1. AHHOTALIUS

1.1. Kpartkoe onucanue coaep aHus JaHHOW TUCIUIUINHEI,

B kypce mucuumuubel “UMH}opMarMoHHBIE TEXHOJOTHH B KOMMYHUKAIIUK — H3y4YarOTCs
OCHOBHBIC MPOOJEMBI MOHHMTOPMHTAa M ayAuTa OE30MacHOCTH B HH(POKOMMYHHUKAIIHOHHBIX
cucremax. PaccmarpuBaroTcs MeTopl ayTeHTH(UKALIMY OJIb30BaTENEeH KaK HA OCHOBE apOJIbHbIX,
TaKk M OMOMETPUYECKHUX CHUCTEM, a TaKXe H3JIararoTcsli OCHOBHBIE MOHATHS HH(GOPMALMOHHOM
0€30MacCHOCTH,  HEOOXOoAMMble  JiIs  NpOo(ecCHOHATBHOW  JNEATENBHOCTH B O0JIaCTH
UH(POPMALIMOHHBIX W KOMMYHHUKAI[MOHHBIX TEXHOJNOTUH. IIpuBONATCS  OCHOBHBIE  METOJBI,
CpeACTBa U MEXAaHU3MBbl BBIABICHUS YA3BUMOCTEH B 3alllUTE TEJIEKOMMYHUKALMOHHBIX CHCTEM U
cereil. JlaHbl ompeneNeHUuss W IPUMEpbl KPUNTOrpapUuecKoro 3akpbITHs HHPOpPMALUU.
[TonpobHO paccMOTpEeHBI KJIACCHYECKHE W COBPEMEHHBIE CHUMMETPUYHBIE M aCHUMMETpPUYHBIC
KPUNTOCUCTEMBI IMHU(POBAHUS, METOAbI CO3JaHUA LU(POBOH IMOAMUCH, CXEMbI MPAKTHYECKOM
peanu3anuy MOMYJSPHBIX MOMEXOYCTOWYMBBIX KOJOB, CIIELIMATIbHBIE TEXHUUYECKHE CpEICTBa MAJIS
BBISIBJICHHS] ICTOYHUKOB KnOepciexku. OnuchiBaoTCs Npoueaypbl ayTeHTU(GUKALUH, [HU(POBAHUS
U TOMEXOYCTOMYMBOTO KOJUPOBAHUS B COBPEMEHHBIX TEIEKOMMYHUKALMOHHBIX CHCTEMax H

CTaHaapTax.

1.2. TpynmoeMKOCTh B akajJeMHYecKux KpeauTax-3,B dacax-108,opma UTOroBOro KOHTpPOJIS-
3auer;

1.3. JlanHass AMCHUIIMHA TECHEHIIMM 00pa3oM CBs3aHA CO CIEAYIONUMH JUCHUTIIHAMH:
TEOpHsI BEPOATHOCTEH M MaTeMaTH4ecKas CTaTHCTHKA, OOMasi TEOpUsl CBSI3U, OCHOBEHI
TEOPHH CBSI3H C IMOJBMKHBIMU 00BEKTaMH, IUPPOBast 00padOTKa CUTHAIIOB.

1.4. Pe3ynbTaThl OCBOCHHUS IPOTPAMMBI TUCHUTIINHBL:

Kon
HHIHKATOPA
Kon MOCTHKEHUS
. | HaumeHOBaHMe MHAMKATOPA
KOMMETEeHIHH (8 HaumeHoBaHHMe KOMIIETEHNH (8 KOMMeTeHIHit . o
AOCTHKEHU I KoMIIeTeHI i (8
coomeemcmauu coomeemcmauu pabouum ¢ y4eOHbim (6
coomeememauu pabouum ¢
paboyum ¢ NIIAHOM) coomeemcmauu
VUeOHbIM NIAHOM)
VUeOHbIM NIAHOM) pabouum ¢
VueOHbIM
NJIAHOM)
YK-1 Cnocoben ocyuwecmensaimop nouck, YK-1.1 3HaeT METOIMKY IIOMCKA,
Kpumu4ecKuil anaius u CUHmes cbopa u 00paboTKH
UHpOopMayuu, nPUMEHAMb CUCH EMHBLIL uH(GOpMAIIUU, METOJT




n00X00 013 peuieHus1 NOCMAB/1eHHBIX
3a0au.

CUCTCMHOI'O aHaJin3a

YK-1.2

YMeer NpUMEHATh METOIUKH
noucka, coopa u 00paboTKH
uHpopmanuu,

OCYILECTBIISATh KPUTUYECKUI
aHaJIM3 U CUHTE3 HH(POPMAIIHH,
IIOJIyYEHHOM U3 Pa3HbIX
VCTOYHUKOB, IPUMEHSATH
CUCTEMHBIN MOAXOM IS
PELIECHHs TOCTABJIEHHBIX
3azad.

YK-1.3

Baageer meTogaMu IOMCKA,
cbopa u 06paboTKH,
KPUTHYECKOTO aHAIN3a U
CHHTE3a HH(pOpMaluH,
METOIUKON CHCTEMHOI'O
MOAXO0Aa JIJISl PEeIICHUS
MOCTaBJICHHBIX 3a7a4.

IIK-5

Cnocooen noozomaeiueams pacyemuyro
U RPOEKMHYI0O OOKYMEHMAayuio npu
paspabomke cemeil, COOPyIHCceHUI,
cpeocme u cpeocme
UHQOKOMMYHUKAWUIL

IIK-5.1

3HaeT NPUHIIUIIBI TOCTPOCHUS
TEXHUYECKOTO 3aJJaHUs TIPU
aBTOMAaTH3alluH
MPOEKTUPOBAHUSA CPEJCTB U
ceTell CBI3U U UX DIIEMEHTOB;
CTPYKTYPY U OCHOBBI
MMOATOTOBKHM TEXHHUUECKOU 1
MIPOEKTHON JTOKYMEHTALIUU

IK-5.2

Ymeer BbIABIATh U
AHAJIM3UPOBATH TPEUMYILIECTBA
Y HEJJOCTATKU BapUaHTOB
MPOEKTHBIX PEUICHU,
OIICHUBATh PUCKH, CBSI3aHHBIE C
peanu3anuen poeKrTa

IIK-5.3

Bianeer HaBbIKaMU
paspaboTku paboueit
JIOKYMEHTAIIUX U HaBBIKAMH
MPOCKTUPOBAHUS CUCTEM
CTaHIIUH ITOABYKHOU
paguocBsi3zu




2. YYEBHAS ITIPOT'PAMMA

2.1. llenn  AUCHMIUIMHBI  -O3HAKOMIICHHE

XapaKTepUCTHUKAMU u

OMnpeCaACICHUAMA

CTYJICHTOB

nH()OPMAITMOHHBIX

C

OCHOBHBIMHA

CHCTEM

IIOHATUAMU,

n

TCJIICKOMMYHHUKAIITHOHHBIX TCXHOJ’IOFHﬁ, Kak HaumOoJee paciIpoCTpaHCHHBIX U JOCTATOYHO

YSI3BUMBIX OOBEKTOB C TOYKHM 3peHHs HH(popManroHHONH Oe3omacHocTH. M3ydeHue

MaTeMaTHYeCKOro ammapara B o0JacTé Teopud HHGOPMAIMM MU Pa3IUYHBIX METOJIOB

KpUNTOrpaUuecKoro  3aKpbITHS

uHpopmaruu

METOI0B

KOPPEKTHPYIOIIETO

KOJMPOBaHUs, TPAMOTHOTO BBIOOpA Maposiei 1 criocoO0B MOCTAaHOBKH ITU(POBOM IO IITUCH.

3ad0aua—03HaKOMIIEHUE CTYAEHTOB

OCHOBHBIMHU TCOPCTUYCCKUMU,

TEXHUYCCKUMHU U

OpPraHU3alMOHHBIMU ACHEKTaMH HCIIOJIb30BaHUS WH(OPMAIIMOHHBIX TEXHOJOTHH, MpobiieMoin

o0ecrieyeHnss MOMEXOYCTOMYMBOCTH U 0€30MacHOCTH HH(OPMAIMOHHBIX CUCTEM, H3Yy4YECHUE

Pa3IMYHBIX YI'PO3 U METOAOB 3allIUTEI OT HUX.

2.2. TpynoeMKOCTh IUCHUIUIMHBI M BHUABI Y4eOHOH paboThl (B akageMHUYecKHMX dYacax |

3a4ETHBIX CIUHHULAX)(YOaIUms CMpPOKU, KOmopvle He Oyoym HPUMEHEHbl 8 PAMKAX

OUCUUNIUHDBL)

Bcero, B

Pacnpeueﬂeﬂne Imo ceMecTpam

Buabl yueoHoii padoThI akan. L NV Vi vil vin
yacax ceM ceM _ ceM ceM ceM
CceM
1 2 3 4 5 6 7 8
1.0061mas Tpy10eMKOCTh H3yYeHUsI 108 108
JAUCHHUILIMHBI 10 ceMecTpaMm, B T. 4.:
1.1. AyauropHble 3aHSTHS, B T. 4. 48 48
1.1.1.JTexuuu 16 16
1.1.2 TlpakTH4ecKue 3aHsTHsI, B T. U. 32 32
1.1.2.1. Pemenue 3amau 32 32
1.1.2.2. KoHTpoJsibHBIE
paboThI
1.2. CamocrositenpbHast paboTa, B T. 4.: 60 60
1.2.1.1.ITuceMeHHBIE JOMAIITHUE
3a1aHus
1.3. Koncynpranuu
HToroBslii KOHTPOJIb (DK3aMeH, 3aver, 3auer 3aue

mud. 3a4eT - yKa3arh)




2.3. Coneprxkanue QUCHUTITIHHbBI

2.3.1. TemaTu4yecKuii NIJIaH ¥ TPYAOEMKOCTb ayIMTOPHBIX 3aHATHI (MOY.JIH, pa3ae/bl
JUCIHUIUIMHBI U BUAbI 3aHATHI) 110 padoyeMy yueOHOMY IJIAHY

Beer IIpakr.
0 JlaGop.
3anar | CemuHaphbl
Pazgensl u TeMBbI  OUCITUTIINHEI (ak. Jleknun(ak. 4acoB) ust (ak. | (ak. uacos) (ak.
qaco 'lacon). ) 4acoB)
B)
2=3+
1 445+ 3 4 5 6
6
MOAYJIb 1.BA30OBBIE
IMOHATHUSA TEOPUN 5 2 3
NH®OPMAIIUN
Brenenne 1 1
Pazgen 1. Undopmanmus, ee BUABI U 4 1 3

(¢opmbl npeacTaBIeHus

Tema 1.1.Buowvt unghopmayuu u
Ccnocoobl ee npedcmasienus 6
UHpOpMayuoOHHbIX cucmemax, 3 1 2
CMPYKMYPHAA CXema cucmembl
nepeoauu yugpposoit ungopmayuu

Tema 1.2. @a3zel oopawenus u
CnoCcoobl uzmepenun ungopmayuu

MOJAVYJIb 2. OIIPEAEJIEHUE
KOJIMYECTBA UH®OPMAIIUN




Pa3nen 2. JuTponus, Kak mepa
CTeneHH HeonpeaeTeHHOCTH

Tema 2.1.0npeoenenue u ceoiicmea
IHmMpoOnuU

Tema 2.2.3umponuiinvie
xXapaxkmepucmuku uHgopmayuu

Pa3gen 3.M3mepenue uHpopManuu

Tema 3.1. Ilepeoaua unghopmavyuu
om OUCKpemHO20 UCMOYHUKA

MOJAVYJIb 3. KOAbI U UX
INPUMEHEHUWE B CUCTEMAX
HHEPEJAYN UH®OPMAIINHN

Pa3nea 4.9¢pexTnBHOC
KOJAHUPOBaHUeE /sl KaHaya 0e3
nmoMex

Tema 4.1. Hughopmayuonnasn
U30bIMOYHOCMb CO0OUICHUIL

Tema 4.2. Angpasummnoe
HepasHoMepHOe 080UUHOE
Kooupoeanue

Pa3znen S.I1epenaua cooduienumii
NMPHU HAJIUYUH TTOMeX

Tema 5.1. Ilponycknasn
CROCOOHOCIMb KAHANA C8A3U NPU
HAIUYUU nOMex,6axcHeiiuiue
KJ1accbl ROMEX0yCmoiuueblx K0008

MOAYJIb 4.
NHOOPMAIIMOHHASA
BE3OITACHOCTbD U 3AIIIUTA
NHOOPMALINHN

Pasnen 6. [IpodJiembl u 3a1a4u
HH(OPMAMOHHOM 0€30aCHOCTH

Tema 6.1. Ocrnoenvie nonamus u




cocmagnaiowue UHMOPMAYUOHHOL
Oe3zonacnocmu

Tema 6.2. Memoowt
aymenmuguxkayuu nonv3osameeil
UHPOKOMMYHUKAYUOHHOU CUCHEMDbL

Paznen 7. Undopmanmnonnasn
0e30macHOCTh
HH(POKOMMYHMKAIOHHBIX CHCTEM H
ceTei

Tema 7.1.Bpeoonocnuie npozcpammot
U 3auuma Om Hux

Tema 7.2 Ilpedoomepauiernue ymeuex
uHgopmayuu ¢
meneKOMMYHUKAYUOHHBIX
cucmemax

MOJIYJIb 5.
KPUIITOTPA®NYECKHE
METO/IbI 3AILUATHI
WH®OPMALIMHA

13

10

Pasnen 8. Kpuntorpaguueckoe
3aKpbITHE
uHopmanuun

11

Tema 8.1.0cHnosénble onpedenenus u
mepmMuHonocua Kpunmozpaguu

Tema 8.2. Knaccuueckue wiughpot

Tema 8.3. Cummempuunsie
Kpunmocucmemol

Tema 8.4. Kpunmozpagpusn
OMKPbIMO20 KN104a




Pa3nen 9.Kontpoan
EJJOCTHOCTH JAHHBIX

Tema 9.1. Dnexkmponnan yugposasn
noonuce u yugpposasn
cmezanozpaghus

MOJY.JIb 6. BA3OBBIE
TEXHOJIOI' ! 3AILATHI
NTAHHBIX B CUCTEMAX
MOBHWUJIBHOM CBSI3U U
JIEKTPOHHOM
UIEHTUOUKALIUU

Pasgen 10. AcmexkTnl 0€30MacHOCTH
B CHCTEMAaX NMOJABHKHOMI
PaauoOCBs3H

Tema 10.1. 3awyuma unghopmayuu 6
CMAanoapmax nOOBUNCHOU C8A3U
GSM, CDMA« LTE

Tema 10.2. Hnghopmayuonnasn
be3onacnHocmp 10KANbHBIX
becnpoeoonbIx cemeil cmanoapma
IEEE 802.11

HUTOIO:

48

16

32




2.3.2. Kpatkoe cogep:kaHue pa3aejoB JUCHUIIMHBI B BU/Jle TEMATHYECKOT0 MJIaHA

MOZAYJIb 1. BASOBBIE HOHATHUA TEOPUN UTHOOPMALIMNU

Beeoenue
Kparkass umcropuueckas cmpaBka O pa3BuUTHU Teopun wuHPopManuu. [loctaHoBKa mpoOIEMBI

0e30macHOCTH HH(bOKOMMYHHKaHHOHHBIX cucteM. OCHOBHBIC MOHSTHS TCOpHUU BGpOHTHOCTGfI.

HekoTopsie 3akoHBI pacnpeneneHus ciaydaiHblx BennunH. Conepskanue aucuuiuivasl| 1,4].

Paznen 1. Uudopmanus, ee BUaAbLI 1 GopMbI IpeaCTABJICHUS

Tema 1.1. Buowt ungpopmayuu u cnocoowvt ee npeocmagieHus ¢ UHGOPMAYUOHHBIX CUCHIEMAX,
CIMPYKMYPHAA CXeMa CUCHMeMbl nepedayu yupposoil ungopmayuu

[Tonxoawl Kk ompeneneHuto MoHATUS «uHopmarusa». Kinaccudukanus mabopmauu mo crnocoly
BoctipusiTis W (opme mpexacraBieHus. CUTHaN, KaHaI CBS3HM, COOOIIEHHE, NaHHBIC. VICTOYHMK

uHpopManuu, NpueMHuK uHpopmanuu [1, I'n.1].

Tema 1.2. @a3vt obpawenus u cnocoowvl usmepeHus uHgopmauuu
[MpuHIMIBL XpaHeHUsI, U3MEepeHHs, 00padOTKH W Tepeaadn WHpopMmanuu. Mepbl KOolndecTBa H

kadecTBa nHpopmanuu [ 1, I'n.1].

MOAVYJIb 2. ONPEAEJEHUE KOJNYECTBA HUH®OPMAIINU

Pa3gea 2. Jurponus, KaKk Mepa CTeNneHH HeonpeaeJeHHOCTH

Tema 2.1.0npeoenenue u ceoiicmea IHmponuu
JIMCKpeTHBINT MCTOYHMK HH(OpPMALNUU, Mepa HEOIpPeIeIeHHOCTH BBIOOpAa COCTOSHUS MCTOYHUKA.

CBolicTBa BHTPONMU. DHTPOIIUSA CIOXKHON CUCTEMBI. Y ciioBHast 3HTponus [1, I'n.6; 2, ['n.1].

Tema 2.2. JHmponusn HenpepvléHO20 UCMOYHUKA UHDOpMayuU
OtHocutenbHas nudQepeHnanbHas SHTPOIUS HEMPEPHIBHOTO UCTOYHHUKA HHPOPMAIUH. Y CJIOBHAS

SHTPOMNHS, OTHOCHUTENbHAs AU depeHIranbHas yCIoBHAs SHTPOIUS HENPEPHIBHOIO UCTOYHHKA [3,

I'n.8]



Paznen 3.U3mepenune nadopmanuu

Tema 3.1. Ilepeoaua ungpopmayuu om OuCKpemHozo ucmoUHuKa
KomnuectBo nndopmarnyu no Xaprmm u lllennony. O6vem nndopmaruu. Bzanmuas nnpopmanms
MapkoBckue U sproauyeckue uctoyHukd. Kananer cBs3u.  KommuectBo  umHpopmanuy,

nepeaBaeMoii mo aquckpetHomy kanany [1, I'n. 6; 3, T'm. 4; 1, I'n.7]

MOAVYJIb 3. KOAbI U UX NPUMEHEHUWE B CUCTEMAX INEPEJTAYN
HHPOPMAIIMH

Paznea 4.0ddekTHBHOE KOTUPOBAHHUE A5 KAaHAJIA 0e3 moMex

Tema 4.1. Hugpopmayuonnan uzobtmounocms coooueHuil

[Iponece nepeaaun cooOIIEHUsT OT UCTOYHMKA K TPUEMHHUKY IpU OTCYTCTBHHM TNoMmeX. VneanbHblid
KaHan cBs3u. [lepBuunblit andaBuT, BTOpUYHBIM andaBut. KoaupoBaHue, AeKOAMPOBAHUE.
NudopmarnmonHas u306ITOYHOCTD, TTOTHAS HH(GOopMarimoHHas n30bTtounocTs. Teopema IllerHona 06

ucrounukax [3, I'n. 3; 1, ['n.7].

Tema 4.2. Anpasummnoe nepasnomepnoe 060uuHoe KOOUpoBanue
[Ipunuunsel HepaBHOMEpHOTo KoaupoBaHusi. OcHOBBI mnpedukcHoro kona. llpedukcHbii koA

[Hennona-®ano, npedpurcHbiii koa Xaddmana [2, I'n. 2].

Paznena 5.1lepexaua coo0ImeHnnii Npyu HAJUYHUHU ITIOMEX

Tema 5.1. Ilponycknasa cnocoOHOCHb KAHANA C8A3U NPU HATUYUU NOMEX, GAMCHeNulUue K1acChl
nOMexXoycmouuugblxX Ko0os

MareMaTnyeckoe ONMUCAaHHWE JIMHWHM CBA3M C TmoMexamu. IIpomyckHas CrocOOHOCTh KaHaja ¢
nomexamiu [3, ['n.8].KogupoBanue u aexoaupoBanue uHGOpMAIMK OJIOKOBBIMH, TUKIMYECKUMHU U

CBEpTOUYHBIMU Kojamu [3, acts 11, ['n.2-4].

MOAYJIb 4. THPOPMAIIMOHHASA BE3OIMACHOCTD U 3AINIMTA UHOPOPMAIIUHN

Pa3nen 6. IIpo6JeMbl H 32129 HHGOPMAITHOHHONH 0€30IACHOCTH

Tema 6.1. OcnosHnble noHaAmus u cocmasnarOujue UHGOPMAUUOHHOU Oe30NACHOCU
CoBpeMEeHHOE COCTOsTHUE, NIEPCIIEKTUBA U peTpocnekTuBa. MHMOpMalMoOHHbBIE CUCTEMBI, CPECTBA,
KaHaJbl, ceTH U cpeasl. OCHOBHBIC MOHSTHS, ONPEACICHUS U COCTaBJISIOMNE WHPOPMAIIMOHHOM

6e3onmacHocTu. Hambomnee omacHple yrpo3bl HHGOPMAIMOHHONW Oe3omacHOCTH. MHbopMarmoHHbie



ataku. TexHn4yeckue kaHaibl yreuku uHpopMaimu. OCHOBHBIC 3amaud 3aimuThl HHGOpMmaruu [8,

I'n.2].

Tema 6.2. Memoowt aymenmugpukayuu nonv3osameJieil UHGHOKOMMYHUKAYUOHHOI CUCHIEMbl
Unentudpukamus u ayreHtudukanusa. IlaponpHble cucTtembl ayTeHTHU(UKAaUMU.  TeXHOIOTHH
eauHON ayTeHTH(uKanuu Ha Heckoidbkux HWHTepHeT-pecypcax. I[IpuMeHnenwe cmapr-KapT u

USB-tokenoB. buomerpuyeckas ayrentudukanus. [9, ['n1.3; 7, I'n.7].

Paznen 7. UndopmannoHHasi 0€30MaCHOCTh KOMIIBIOTEPHBIX ceTeil

Tema 1.1. Bpeoonochnuie npozpammsl u 3auiuma om HuUx
Knaccudukaiusi BpeTOHOCHOTO MPOTPaMMHOTO OOecredeHusl. AHTHBHUPYCHbIC MpOrpammbl [8,
I'n.3].

Tema 7.2. Ilpeoomepawienue ymeuex ungopmayuu é meaeKOMMYHUKAUUOHHBIX CUCEMAX

Opranuzanus UeHTpa yrnpasieHust coObITusIMU nHPopMannoHHoit 6ezonacnoctu (SOC). OcHOBHBIE
MeXaHU3MBbI U 0a30Bble KOMIIOHEHTHI (hyHKIMOHHpoBaHus SIEM-cuctemsr. [Ipunnun padotst DLP
(Data Leak Preventation)-cuctem. O630p untemtekryansHoii DLP-cucremsr Info Watch Traffic
Monitor [9, I'n.2; I'n.7]

MOAVYJIb 5. KPUIITOI'PAOUYECKHUE METO/IbI SAINIUTHI UTHOPOPMAIINHN

Pa3nen 8. Kpuntorpadguyeckoe 3akpbiTue HHGopManuu

Tema 8.1.0cnosHble onpedenenus u mepmunoI02us Kpunmozpagpuu

[Ipenver w 3amaum Kpunrtorpaguu M KpunToaHanusza. VcTopusi pa3BuTus KpunrorpapuuH.
CroiikocTh kpuntorpagpuueckoro anropurma. OcCHOBHBIE TpeOOBaHHUS, MPEABIBISIEMbIE K METOAM
mmpoBanus uHpopmarmn. Kiaccudukanms kpunrorpadgudeckux anroputmos[5, ['1.1].

Tema 8.2. Knaccuueckue wiughpot

Knaccuueckne mmdper nmepectraHoBku: mudp «ckutanay, pemerka Kappano. [ludpsr mpocroit
3ameHbl: KkBaapaT [lomubusa, mmumdpyromas cucrema Llezaps. Kpunroananus mmdpoB mpocToit
3aMeHbl, TUCTOrpamMma Tekcta. Tabmuma Bwkunepa. IIudp Ilneiidpepa. OmgHOpa3oBbIif
muGpoBabHBIA 070KHOT. MHOTO0aN(aBuTHRIE MeTOBI mU(poBanus. [1Iudpel KOIOHHON 3aMEHBI.

IudpoBanpHble MamuHbl «JHUTMa» U «JIopenty [5, T'.1].



Tema 8.3. Cummempuunsie Kpunmocucmemol

CriocoObl MOCTPOEHHUSI BBIYMCIUTEIBHO CTOMKHUX OJIOKOBBIX IHU(PPOB MX KPHUIITOAHAIM3.
Komnosunmu nmgpos. Cxema Deiicrens. Anroput™m mudposanus DES. udp AES. OcHoBHble
PEKUMBI pabOTHl OJIOYHOTO CUMMETPUYHOTO ainroputma. OcoOEHHOCTH MPUMEHEHHs alrOPUTMOB

cummerpuuHoro mudposanus [4, I'n. 12, 5, I'n.2].

Tema 8.4. Kpunmozcpagus omkpeimozo knroua

AccuMeTpUYHBIE CHCTEMBl IIU(PPOBaHHUS, WX OCOOCHHOCTH, TIPEHMYIIECTBA M HEJOCTATKH.
CpaBHeHHe ¢ CUMMETpUYHBIMU cucTeMami. [IpoTokon pacnpenenenus kimoueit Jnpdu-Xemnmmana,
cToiikocTh mpoTokona Juddu-Xenmana. Marematudeckuii 6a3uc kpunrtorpaduud ¢ OTKPBITHIM
kmouoM. [ludpp Hlamupa. udp Onp-Tamansa. I[Mudp RSA. Bwibop mnapamerpoB s
kpuntocucrembl RSA. [4, .11, 5, I'n.3].

Paznesa 9. KoHTPoab 1€JJOCTHOCTH JAHHBIX

Temal.1l. dnekmponnasn yughposas noonuce u yughposas cmezanozpagus

Knaccupukanus cucrtem ayTeHTH(UKALUU U XapaKTEPUCTUKU HUX 3P (PeKTUBHOCTH. bezycrnoBHO
CTOWKHE CHUCTeMbl ayTCHTH(PHUKAIMHU. BBMUCIUTENTFHO CTOWKHE CHCTEMBl ayTeHTH(HKAIUU.
OcHoBHBIE TpeOOBaHUs K KpUNTOrpapuIecKuM X3MI-QyHKIusaM. OOIIue moI0KEeHUsT AICKTPOHHON
nudposort  momrmucu  (DLII). Ilpumepbr 3yekTpoHHOW 1M(POBOI TOANMHUCH HA OCHOBE
acUMMeTpu4yHOU Kpuntorpadpuu. TepMUHONOTHS, CYIIHOCTh H [EIH CTEraHorpaduIecKoro
npeoOpazoBanus uHGopMauu. MeToibl KOMIbIOTepHOU cTeraHorpaduu. OCHOBHBIE HAMPABICHHUS

UCIIOIB30BaHus creranorpaduueckux cucrem [5, I'n.3; 11, I'n.1, T'n.4].

MOAYJIb 6. BABOBBIE TEXHOJIOI'MH 3AINTHI JTAHHBIX B CUCTEMAX
MOBWJIHLHOM CBA3U Y DJEKTPOHHON WIEHTU®UKAIIAN

Pa3zgen 10. AcnekThI 0€300ACHOCTH B CHCTEMAX NNOABHKHON PaJMOCBS3H

Tema 10.1. 3awmyuma ungpopmayuu ¢ cmanoapmax noosuxcnou cesazu GSM, UMTS u LTE
[Ipumep npakTUdyecku HcHoNb3yeMbix B crapaapre GSM mortokoBeix mudpoB AS/1...AS5/3.
Mexanu3mbl obecnieueHust 6e3onacHoctu B crangapre CDMA 2000. Anroputmsl mm@poBaHus,
uaeHTUGHUKAIMK U ayTeHTuuKanun B ctangapre LTE [6, Tn.11, Tn.13]

Tema 10.2. Hughopmayuonnasa 6e30nacHoCmv 10KAIbHBIX 0ECHPOBOOHBIX Cemell cmanoapma

IEEE 802.11



[Tporokoner 6e3onmacHoctt WEP, WPA u TKIP. Crangaptet WPA2 u WPA3. Tlpotoxon |IEEE

802.1X. OcHoBHBIE 0cOOeHHOCTH W ys3BUMocTH npoTokona RADIUS. CpaBHeHue TEXHOIOTHH

3alUThl OeCpoBOAHBIX ceTelt cranaapta 802.11 [10, . 5]
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10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

2.3.3. Kparkoe conep:kaHue NIPaKTHYECKUX 3aHATHI-36 yacoB

Crioco6b1 xpaneHust, 00pabOTKU U repenaund HHPOpMaLuU

Enununs! usmepenust nuapopmanuu

Hocurenn undopmarnun

Onpenenenne oObeMa TaHHBIX B JBOMYHON U JECATUIHON CUCTEMAaX CUHCIICHHS
OreHka yCcIoBHOM SHTPOIMH aHCaMOJISI COOOIICHMIA

®dusnueckas CyIHOCTb YCIIOBHOM SHTPOIIHUHU

OHTpONUS CI0KHON CUCTEMBI

[Torck PHTPONUYU CITyYaTHBIX BETUYHH.

Omnpenenenue KonuyectBa HWHGPOpPMALMM B PABHOBEPOSITHOM M HE PABHOBEPOSTHOM
coo0IIeHNN

B3anmnuast uadopmanms

Omnpenenenue CKOPOCTH Nepeaadn nHGopMaluu

CkopocTb nepenaun HH(GopMaIu py UCIONIbOBaHUU Koja boro

OCHOBBI KOJIUPOBaHMs COOOIICHUH: MEPBUYHBIA U BTOPUYHBIA an(aBUTHI, ONTUMAIbHBIN
KOJ

OO6mmas u yacTHast U30BITOYHOCTH alihaBUTa

N36pITOuHOCT COOOIIEHUH MTPH MOOYKBEHHOM M OJIOUHOM KOJAWPOBAHUH
AndaBuTHOE KOAUPOBAHUE C HEPABHOW JITUTEIFHOCTHIO CUTHAIOB

[IpuHIMITEI HEPABHOMEPHOTO KOJUPOBAHUS

OcHOBBI TPePUKCHOTO KOJIa

YcTaHOBIIEHUE CBA3U CPEIHEN UIMHBI KOJIa ¢ SHTPOIIUEH

Konuposanue o merony lllennona-dano

Komuposanue no merony Xaddhmana

VYcTaHoBNIeHUE CBSI3U HIMPUHBI MOJIOCHI KaHaJla CO CKOPOCThIO Niepeaun nHhopManuu

OcHoBHas Teopema llleHHOHA 0 KOOMPOBAaHUU AJIs KaHajla ¢ IOMEXaMu



24.

25.
26.
217.
28.

29.

30.

31.
32.

33.

34.

35.
36.
37.
38.
39.
40.
41.

42.
43.

Jlunelinpie OJIOKOBBIE KOJBI: TOCTPOEHHWE W OCHOBHBIE CBOWCTBa. l[lopoxkmaromas u
IIPOBEPOYHBIE MATPHULIBI CHCTEMATHYECKOI0 JTMHEHHOT 0 KoAa

Kopapr XemmuHra: npouenypbl KOIMPOBAaHUS U AEKOIUPOBAHUS

Kon boy3a-Hoynxypu-Xoksunrema u Puna-Conomona

Koauposanue nadopmanuu cBepTOYHBIMU KOAAMHU

[IporpammHo-anmapaTHpie CpeacTBa oOecriedyeHuss HHPOPMAIMOHHONW O€30MacHOCTH B
KOMIIBIOTEPHBIX CETAX

[Ipumenenne antuBupycHbix ckanepoB Dr.Web Curelt u Kaspersky Virus Removal Tool
JUISL 3alIMTHl TPOrPaMMHOrO OOEcreueHusi OT BHUPYCHOTO 3apaKEHUs, pa3pylIalomnux
MPOTPAMMHBIX IEUCTBUI M U3MEHECHHI

3amuTa W TeHepauMs CTOMKMX [apojied  IOCPEACTBOM  MEHEIKEPOB  MapoJiel

LastPass,KeePas, Google Password Manager u KasperskyPassword Manager

TectupoBanue fingerprint- u face ID- ckanepoB MOOMIIBHBIX YCTPOUCTB

BrokupoBka (aiiioBbIX onepanuii Mo pe3ynbTraTaM JUHIBUCTUYECKOTO aHAJIN3a COACPIKaHUS
(haiioB MEXIy KOMIBIOTEPOM U ChEMHBIMU HOcUTENsMHU mocpeactBoM InfoWatch Traffic
Monitor

Hacrpoiika monuTHKH 3ampera Ha CHSATHE CHHUMKOB dkpaHa u3 Excel m Word B momyne
InfowWatch Device Monitor

Hcnonp30BaHnEe KIACCHYECKUX KPUNTOAITOPUTMOB IEPECTAHOBKM U IOACTAHOBKH IS
3alIUThl TEKCTOBOM MH(pOpMaLuu

Wzyuenue ycTpoiicTBa 1 puHLMIA pabOTHI U(PPOBATEHON MAIIMHBI « DHUTMa»

HIudps raMMupOBaHUS

Pesynbratsl Teopun uHpopmanuu 11 kpunrorpaduu, reopema lllenHona

JemmdpoBanue mmdpa mpocTor MepecTaHOBKH MPH MMOMOIIH METOja OUrpaMm

Cxema Delicrens

Cranpapt cummerpuuHoro mudposanust DES

[Tonsitue omHOoCcTOpOoHHEH (yHKIMU. Mcrmonp3oBaHWe OJHOCTOPOHHUX (YHKIHMA B
KPUNTOrpaUUECKUX alrOpuT™Max

Cucrema luddu-Xennmana

MaremaTnueckas 6a3a acCHMMETPUYHOM Kpuntorpaduu: GyHkuus Diinepa, Majas TeopeMa
®epMma, Teopema Oiepa, pacHIMPEHHBIM alIropuT™M EBKiIKMAa, ajdroput™M MHOBTOPHOTO

YMHOKEHUS TI0 MOJYJIIO, aJITOPUTM MTOBTOPHOTO BO3BE/IEHUS B KBaJIpaT 10 MOIYJIIO



44. T'enepanys NpOCTHIX YHCEI, HCIIOIB3YEMbIX B ACHMMETPHUHBIX CHCTEMaxX MIH(pOBaHUS
45. llIndp Ulamupa

46. IIudp Inp-I'amans

47. Anroputm RSA

48. be3zonacHocTh anroput™Ma RSA 1 BHIBI OCHOBHBIX aTak

49. DnexTpoHHas ¢ poBas MOAMMUCh Ha OcHOBE RSA

50. DnexTpoHHas HUPOBas MOANUCH HA OCHOBE CXeMbI Dib-1 amans

51. Ilpumenenue crerokomiuiekca Invisible Secrets-4

52. [Ipumenenue kpunrorpaguieckux anroputMoBA3, A8 u A5

2.3.4. MarepuajabHO-TeXHHYECKOEe o0ecrevYeHue T CINITMHBI

(Kpatko mpencraBuTh IEpeYeHb MATEPUATBHO-TEXHUYECKOTO OCHAIIEHHsS, WH()OPMAIIMOHHO-

TEXHUYECKHUX CPEJICTB).

e  YyeOHBIE METONUUECKHAE TOCOONS,

® MyJIbTHUMEIUNHAS ayJUTOPHS C LIMPOKOMOIOCHBIM JIOCTYIIOM B CETh HHTEPHET,

® [IEpCOHAJbHBIN KOMITBIOTED,
e JI0CKa U MapkKep,
® IIPOEKTOP.

2.4. MoayjbHasi CTPYKTypa JAUCIHUIJIMHBI
KOHTpoJ1ei

¢ pacmpenejieHHeM BecoB Mo ¢dopmam

Bec ¢popmbl . .
Bec urorosoii Bec urorosoii
(popm) Bec ¢opmbi Beca
OIleHKH OLIEHKH N
TeKYWIEro | MPOMEKYTO pe3yJIbTHPYIOLIeH
NMPOMEKYTOUYH | MPOMEKYTOUYHOT
KOHTPOJIS B YHOT0 OLICHKH
0ro KOHTPOJIf 0 KOHTPOJISl B
pe3yJbTHPY | KOHTPOJIS B NMPOMEKYTOYHBIX
. N N B pe3yabTUpYIolle N
DopMbI KOHTPOJIei oL eH HTOr0BOM . KOHTPOJeil U OLleHKHU
pe3yabTHPYIO i oneHke
OlleHKe olleHKe N HTOrOBOT0 KOHTPOJIS
1Ieii oneHKe NMPOMEKYTOYHBI N
TeKyIero | MpPOMeKyTO N B pe3yJbTHPYOLIei
NMPOMEKYTOYH X KOHTpoJIei
KOHTPOJIs YHOI0 N OlleHKEe HTOTOBOT0
bIX (cemecTpoBOii
(mo KOHTPOJIst . KOHTPOJIs
KOHTpOJIei OlleHKeE)

MOAYJISAIM)




Buja yueOHoii M1 M2 M1 M2 Ml M2
PadoTBI/KOHTPOJISI

KonTtponbnas padota(npu 1
HAIUYUL)

YcTHBIN onpoc (npu Hanuuuu)

Tect(npu nanuuuu)

JlaGopatopHbie paboTHI (npu
Haau4uu)

[MuceMeHHBIE TOMAITHUE 33 JaHUS
(npu Hanuuuu)

Pedepar(npu nanuuuu)

Occe (npu Hanuvuu)

[IpoexT (npu nanuuuu)

Pemenue 3amau 1

Beca pe3yabTupyrommx oreHoK 0,5
TEKYIINX KOHTPOJICH B UTOTOBBIX
OLICHKaX MPOMEXYTOUHBIX
KOHTpPOJICH

Beca orieHok mpomMeKyTOUHBIX 0,5
KOHTpOJ’ICﬁ B UTOT'OBBIX OIICHKAX
TPOMEKYTOYHBIX KOHTPOJICH

Bec urorosoii onenku 1-ro
MIPOMEKYTOYHOT'O KOHTPOJISI B
PE3YJIbTUPYIOLIEH OLIEHKE
MIPOMEKYTOUYHBIX KOHTPOJICH

Bec urorosoii oneHku 2-1o 1
MIPOMEKYTOYHOT'O KOHTPOJISI B
PE3YJIbTUPYIOLIEH OLIEHKE
MIPOMEKYTOUYHBIX KOHTPOJICH

Bec pesynpTupyroiieii oneHku 0,4
IIPOMEKYTOUHBIX KOHTPOJIEH B
pe3yJIbTUPYIOLIEH OLICHKE
UTOTOBOT'O KOHTPOJISI

Bec nTOroBOoro KOHTpoJIst 0,6
(Ox3ameH/3aueT) B
pe3yJIbTUPYIOLIEH OLICHKE
HUTOTrOBOI'O KOHTPOJIA

3. Teoperuueckuii 0J0K(yKazvigaromcsa mamepuaivl, HeoOX00uUMble 0711 0CB0CHUA YUEOHOU

npoOZPamMmuvl OUCUUNTIUHDL)

! VueGunbiii Moayns




3.1. Marepuaisl o TEOpPETUYECKON YacTH Kypca
3.1.1. Yuebuuk(n);
3.1.2. YueGHoe(ble) mocooue(s);
OcHoBHas1 JInTepaTypa
1. KocrpoB B.B. OcHoBbl 11u(poBO#l Tepenaun ¥ KoIUpoOBaHUS HHGOpMAu.-M.:
«Texbyk», 2007.-192 c.
2. KyapsimmoB B.Jl. Teopus unpopmanuu: Yuebnuk s By3oB.-CI16.:ITutep, 2009.- 320 c.
3. Bepnep M. OcHoBbl koaupoBanus: YueOouuk s BY30B.-M.: Texnocdepa, 2004.-288c.
4. Makapenko C. U. Uudopmanmonnas 0e30macHOCTh: y4eOHOE 1mocoOue Uisl CTYJICHTOB
By30B. — CtaBpomnoinb: CO MITVY um. M. A. lllonoxosa, 2009. — 372 c.: ui.
5. BacuabeBa M.H. Kpunrtorpapuyeckue MeToAsl 3amuThl HHQOpPMALUHU: Y4eOHUK U

NPAaKTUKYM JUIs akajeMuyeckoro 6akanaBpuata.-M.: U3natensctBo FOpaidt, 2017.-349 c.

6. baokos B.1O., Huxun U.A. CoToBBIC CHCTEMBI MOOMIILHOM PaIuOCBS3U: yuel. mocobdue.-2-¢
u3 ., nepepad. u pomn.-CI16.:bXB-Iletepoypr, 2013.-432 c.

JlonoJHUTEIbHAA JINTEpaTypa:

7. IManbrun B. ®. NadopmanronHas 6€301aCHOCTh KOMIBIOTEPHBIX CHCTEM M CETEH: yueo.
nocobue.- M.: UJI « DOPYM»: UHD®PA-M, 2011.- 416 c.

8. bapanoBa E.K., Babam A.B. OcHoBbl uH(}OpMAIIMOHHONH O€30MACHOCTH: YYEOHHK.-
M.:PUOP: UTHOPA-M, 2019.-202 c.

9. Kapnyxun E.O. Tex"omoruun u METOIbI 3alUThl MH()OKOMMYHUKAIIMOHHBIX CHCTEM U
cetelt. YueOHoe mocodue /yist By30B.-M.: ['opsiaas nunus-Tenexom, 2020.-120 c.

10. BumneBckuii B.M., Ilopthoii C.JI., HlaxnoBuu U.B. Duuuknonequs WiMAX: Ilyts k
4G.- M.:Texuocdepa, 2009.-472 c.

11. ®denoceeB B.A.TeopeTnueckrie 0CHOBHI cTeraHorpaduu U HUPPOBHIX BOASHBIX 3HAKOB: y4eO.
nocobue.- Camapa: Camapckuii yausepcutet, 2017.-132 c.
3.1.3. DnexTpoHHBIE MaTepHaibl (JIEKTPOHHBIE YUYEOHHMKH, y4eOHBbIE MOCOOMS, KYpChl U

KpaTKue KOHCIEKTHI JeKIul, npezentanuu PPT u T.11.);

4. DoHAbI OUEHOYHBIX CPEACTB(YKA3bIBAIOMCA MaAmMepuanvl, HeodOXooumvle 014 NPOGEPKU
YPOBHA 3HAHUIL 8 COOMBEMCMEUN C COOEPHCAHUEM YUEOHOU RPOZPAMMbBL OUCHUNIUHDL).
4.1. IlepeyeHb BONMPOCOB /IJisi HTOTOBOT0 KOHTPOJIS

1. Tloaxonbl K OMpEAETICHHUIO TOHATHUS «UH(POPMALIHS)

2. Knaccudukanus napopMaiuu mno crnocody BOCHpUsATHS U (opMe MpeICTaBICHHS.
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12.

13.
14.
15.
16.

17.
18.
19.
20.
21.

22.
23.
24.
25.
26.
217.
28.
29.
30.

Curnan, KaHai CBs3H, COOOIIeHNE, TaHHbIe. VICTOYHHUK nH(pOpMaIy, TPUEMHUK HHPOpMAIIAN
[TpuHIIUTIBI XpaHEHWs, U3MEPEHUsI, 00padOTKH U Tepeaadn HHPpOopMaIuu

Meps! KOTMYeCTBa U KauecTBa WH(OpMAIHH

W3mepenune xonuuecTBa HHGOPMAINH, €AUHUIIBI H3MEPEHHs HH(pOpMAIUN

[lepenava wHOpMaIuu, CKOpOCTh Nepeaadn WHOOpMAIUU

JIMCKpeTHBIN HCTOYHUK HH(OpMAIK, Mepa HEONPEACICHHOCTH BEIOOpA COCTOSTHUSI HCTOYHHMKA

CBolicTBa BHTPONMH. DHTPOIINSA CIOXKHOW CUCTEMBI, YCIOBHAsL SHTPONUS

. OtHOCuTenbHas nuddepeHnnanbHas SHTPONHS HEMPEPHIBHOIO UCTOYHNKA HHPOPMALIUU

11.

VYcnoBHas sHTponus, OTHOCUTENbHAs TuddepeHranbHas yCIoBHas HTPONUS HEMPEPHIBHOTO
HMCTOYHHKA

KomnuyectBo wundopmaruun no Xaptmim u lllenHony, o0beM wuHpOpManuu, B3aUMHAs
uHpopManus

MapKoBCKHE U 3proJinueckue UCTOUYHUKU. KaHambl cBs3n

KonuuecTBo nndopmanmu, nepegaBaeMoii o TMCKpEeTHOMY KaHaTy

[Iponece nepenpaun cOOOIIEHUS OT UCTOYHHKA K TPUEMHHUKY TPU OTCYTCTBHH IOMEX
Wneanbublit kanan cBsa3u. llepBuunsblii  andaBut, BTOopuuHBIA andaBut. Koaumpoanue,
JEKOMPOBaHUE

Nudopmanrmonnas n30bITOYHOCTD

Teopema lllerHoHa 00 MCTOYHHUKAX

[IpuHUIUIIBI HEPABHOMEPHOTO KOJAUPOBAHUS

OcHoBrbl nipedukcHoro kona. [pedukcusiii ko lllennona-dano, npedukcHeiit ko Xabhdmana
MaremaTtuueckoe onucaHue JUHUM CBS3M ¢ moMexamu. [IpomyckHast crmocoOHOCTh KaHala ¢
nomMexamu

[Topoxnaromiast 1 MpoBEpOYHasi MaTpUlla CHUCTEMaTUYECKOIro JMHEHMHOIO Koja

Koneunsie monsi. Apudmeruka moneit [Mamya

[Topoxxkmaromuii ¥ MPOBEPOYHBI MHOTOYJIEHBI ITUKJIMYECKOrO0 Koja

Hexonuposanue konoB bBUX mo popmynam

Hexonuposanue konos bUYX anropurmom I1I'L]

KomupoBanue u nexonupoBanue napopmanuu kogamu Puna-Comomona

KoaupoBanue u nekoaupoBanue nH(GOpMaluy CBEpTOYHBIMU KOJAAMHU

OCHOBHBIE TIOHATHS, OTIPENICIICHUS M COCTABIISIOMINE HHPOPMALTMOHHONW O€30ITaCHOCTH

Haubosee onacuble yrpo3sl HHPOPMAITMOHHONW O€30MaCHOCTH



31.
32.

33.
34.
35.
36.
37.
38.
39.
40.

41.

42.

43.

44,
45.
46.
47.
48.

49.
50.
5l
52.
53.

HNudopmannonHsle aTaku. TeXHUYeCKHEe KaHalIbl yTeUKH HH(pOpMaLUu

Wnentudukanus u ayrentudukanus. [laponbHele cucremsl ayTeHTH(UKanuu. TexHoiaoruu
€IMHOM ayTeHTH(UKAINUU Ha HeCKoIbKuX VHTepHeT-pecypcax

[Tpumenenue cmapt-kapt 1 USB-TokeHOB

buomerpuueckas ayTeHTUDUKALHS

Knaccugukarus BpeJoHOCHOTO IPOrpaMMHOT0 odecrieueHusl. AHTUBHPYCHBIE IPOTPAMMBI
Opranusaius IeHTpa yIpaBlieHHs COObITUIMEI HHPOopMarmonHoi 6e3omacHoctr (SOC).
OcHOBHBIE MEXaHU3MBbI U 0a30BbIE KOMITIOHEHTHI (PyHKIIMOHUpoBaHus SIEM-cuctemsl.

[Mpuniun padorer DLP(Data Leak Preventation) - cucrem

[Tpeamer u 3anaun kpunrorpaguu U KpunroaHanusa. Mcropus pa3zButus kpunrorpapuu.
Croiikocth  kpuntorpapuueckoro  anroputma. Knaccudukanms — kpunrorpaduyeckux
QITOPUTMOB

Knaccuueckne mmdpel mepecranoBku: mudp «ckutanay, pemerka Kapnano. [ludper npocroit
3aMmeHbl: kBaapar [lomubus, mmdpyromas cuctema llesaps. Kpunroananmms3 mmdpoB mpoctoi
3aMEeHBI, TUCTOrpPaMMa TEKCTa.

Tabmuua Bwxunepa. Iudp [nedipepa. Onnopa3oBblii  muUQpOBaIbHBINA  OJIOKHOT.
Muoroandasutasie Metonbl mudpoBanus. [Hudpsr komonHnoi 3amensl. IludpoBanbHbIC

MalluHbl «DHUTMa» U «JlopeHI»

CnocoObl MOCTPOEHMSI BBIYMCIUTENBHO CTOHKHUX OJOKOBBIX MIMGPOB HUX KPUITOAHATIUS.
Kommozurun mmdpos. Cxema Dericrens.

Anroputm mmdposanust DES

HIudpp AES

OcHoBHBIE peXUMBI PaOOTHI OJIOYHOTO CUMMETPUYHOTO aITOPUTMA.

Oco0eHHOCTH MPUMEHEHHUS aITOPUTMOB CUMMETPUYHOTO MIU(PPOBAHUS

AccuMeTpUyHbIE CHCTEMBl IMU(POBAaHUS, UX OCOOCHHOCTH, MPEUMYLIECTBA M HEJOCTATKH.

CpaBHGHI/Ie C CUMMCTPUYHBIMU CUCTCMAaMHU

[Iporokon pacnpenenenus kimtouend Auddu-Xemnmmana, crolikocts mpotokoina duddu-Xenmana
MarteMaTnyeckre OCHOBBI aCHMMETPHUYHON KpUNTorpaduu.

HIudp [Mamupa. [udp Inp-T'amans

HIudpp RSA. Beibop mapameTpoB aist KpunTocuCTeMBIRSA.

Knaccudukanmst cucrem ayTeHTU(GUKAIIUN U XapaKTEPUCTUKU WX dPdektuBHOCTH. be3ycnoBHO

CTOWKHE CHUCTEMBI ayTeHTU(PHUKAIINHI. BBIUUCINTENBHO CTOWKHE CUCTEMBI ayTEeHTU(DUKAIIUN



54,
55.

56.

57.
58.
59.
60.
61.
62.

OcHoBHBIE TPeOOBaHUS K KPUTITOTPA)UIECKUM XIII-PYHKIIHASIM.

O6mme mosoxkeHUst AmekTpoHHoW 1MdpoBoit moamucu (DIIIT). OcHoBHBIE TpebOoBaHUS,
npenbasisiemble k cxemam OLII. IIpumeps! 3meKTpoHHON HHM(POBOI MOANMCH HAa OCHOBE
ACUMMETPUYHOU KpunTorpadun

TepmuHOMOTHS, CYIIHOCT, M IEJIH CTeraHorpaduueckoro mnpeoOpazoBaHus WH(OpMaIUH.
Mertonpl  KOMIIbIOTEpHOW  creraHorpaduu. OCHOBHBIE  HANpPaBJICHHUS  WCIOJIb30BAHUS
CTeraHOTpaUUECKUX CUCTEM.

[Tpumep mpakTHUECKH UCTIONB3yeMbIX B cTanaapTe GSM nmoTokoBsIx mugpos AS5/1...A5/3

Mexanusmbl obecrieuenus 6e3omacHoctu B crangapre CDMA 2000

AnropuT™mbl U poBaHusl, HACHTUPUKAINKA U ayTeHTUUKaIuu B ctangapte LTE

[Iporokoinsr 6e3onacHoct WEP, WPA u TKIP

Crangaptet WPA2 u WPA3

[Tporokon IEEE 802.1X. OcHoBHbIE OCOOCHHOCTH W  ysA3BUMOCTH Tmpotokoja RADIUS.

CpaBHEHHE TEXHOJIOTHH 3aIIUTHI O€CTIPOBOAHBIX ceTeil cranmapra 802.11

4.2. O6pa3zen BapMaHTa TeCTa HTOTOBOI0 KOHTPOJIA

1.

2.

3.

Bbuier Ne 5

DUO cTyaenTa
IIpu xommpoBanun meronoM Xapdmana Ha 0 m Ha 1

NpUAECTCH TPATUTL:

HE MeHee OJHOro OaiiTa,
MaKCUMyM OIMH OHUT,

HE MEHee OJHOTO OHuTa,
MaKCHMYyM OJIMH KHJIO0aHT.

oo ow

KoaupoBaHue nmpeacraBisieT co0oii:

npeoOpa3oBaHKe aHAJIOTOBOH HH(OpMAIIHH,

HCKYCCTBEHHOE CO3/IaHME ITOMEX B KaHAJIe CBSI3M IIPU Nepeiade HHPOpMAInH,
npeoOpa3oBaHKe IUCKPETHON HH(pOpMAaLUH,

nporecc 3amudpoBanus HHGOpMAaLKH.

oo ow

IIpu HepaBHOMEPHOM 3KOHOMHOM KOJAMPOBaHNM (Hanpumep, metoaoM Xadppmena uiu lllennona-
®aHo) 1719 0TOOpaskeHHs1 HandoJ1ee BePOATHBIX CHMBOJIOB HCIIOJIb3YeTCs
KOJIHYeCTBO Pa3psiioB:

a. MaKCHUMAaJbHOE,
b. munmMansHOE,
C. cpemnee (cpeaHee apuMeTHIECKOE),



d. cpennee (cpeaHee TeOMETPHUECKOE).

oo ow

Ecan y kopa d i, = 1, T0:

BCE KOJIOBbIE KOMOMHAITUH SIBJISTIOTCS pa3pelIcHHBIMH,

BCE KOJIOBbIC KOMOHMHAITUY SIBIISTIOTCS 3aIlPEIICHHBIMH,

NPUMEHSIETCS IEKOJUPOBAaHUE M0 METOTY MAKCUMAIILHOTO MPABJIONIOI00US,

mro0ast OIMHOYHAS OMMOKa TpaHCHOPMUPYET TaHHYI0 KOMOWHAIIHIO B 3aIIPEIICHHYTO.

5. DKOHOMHOe KOAMpOBaHUe A0C0II0THO Hed(PPeKTHBHO, €CTU BEPOSITHOCTH NOSIBJIEHUS] CHMBOJIOB
ajgaBUTa HCTOYHMKA NOTYMHAIOTCS 3aKOHY pacrpee/eHHus:

a. HOpPMaJbHOMY,

b. paBHOMEpHOMY,
C. OWHOMHAIHLHOMY,
d. peneeBckomy.

6. VYrpo3a unpopmannoHHoOii 6€30NACHOCTH-ITO:

a. 4YreHue, OOHOBIIGHHWE WM pa3pylleHne WH(pOpPMaluu MpH OTCYTCTBUM HA 3TO COOTBETCTBYIOIINX

TTOJTHOMOYMIA;

HE3aKOHHOE MOAKIIOUEHHE K TIUHUSM CBA3H;
C. COBOKYITHOCTh YCJIOBHH M (PaKTOPOB, CO3MAIONINX MOTEHIMAIBHYIO WIH PEabHO CYIIECTBYIOIUILYIO

OINNAaCHOCTb HApYIIICHUSA HH(bOpMaL[HOHHOfI 6630HaCHOCTI/I;

d. IMCTaHIIMOHHOE MPEOIOIEHHE CHCTEM 3aIIUTHI.

7. Kumaccuduxanusi KOMIObIOTEPHBIX BUPYCOB M0 0COOEHHOCTAM Peau3yeMoro ajaropurma:

® 0o o

(¢aiinoBble BUPYCH, 3arpy304HbIC BUPYCHl, KOMONMHUPOBAHHBIC BUPYCHI;

aKTUBHBIE, TACCUBHBIE;

pasulIeHTHbIE, HEPE3UICHTHBIE;

Oe3BpeaHble, HEOMAaCHbIE, ONACHBIE U OYEHB ONACHBIE BUPYCHI;

BUPYCBHI-CITyTHUKH, [apa3UTUUYECKUE BUPYCHI, CTEJIC-BUPYCHl  (BUPYCHI-HEBUAMMKH),
noJIUMOp(HBIE BUPYCHI (BUPYCHI-TIPU3PAKN).

8. IloabGepuTe CI0BO K JAHHOMY ONpPEAEIECHUIO:

- 3T0 JAOCTATOYHO TPYAHO O0HAPYKHMBbIe BHPYChI, He HMeIOLIHMe CUTHATYP,

T.€. HE coAepKallue HA OAHOI'O MOCTOAHHOI0 yYacTKa Koaa.

a.

b.
C.
d

MOIMMOP(UK-BUPYCHI;
CTEJIC-BUPYCHI;
MaKpOBHUPYCHI;
KOHCTPYKTOPBI BUPYCOB.

9. AyreHTHQUKAIUA-ITO:

a.

MPOBEpKa NPUHAJICKHOCTH CYOBEKTY AOCTyNa HPEAbSBICHHOIO MM HAEHTH(UKATOpa U
MOATBEP>KICHNE €T0 NOATUHHOCTH;

IIPUCBOCHHUC Cy6’BeKTaM Hu 00BEeKTaM A0CTYyIIa JIMYHOT'O I/I,ZleHTI/I(I)I/IKaTOPa " CpaBHCHHUC €TO C

3aIlaHHBIM;



C. TapaHTHPOBaHHE TOTrO, YTO HWHPOPMALUS OCTACTCI HEU3MEHHOH, KOPPEKTHOW H
ayTEHTUYHOM.

d. rapaHTHpOBaHHE TOTO, YTO AaBTOPU3UPOBAHHBIC MOJB30BATEIN MOTYT HMETh IOCTYH U
paborats ¢ HHOOPMALMOHHBIMH AaKTUBAMH, pecypcaMH W CHUCTEMaMH, KOTOpbIE WM

HCO6XOZ[I/IMBI, IIpu 5TOM obecreunBaeTcs Tpe6yeMasI MPpOU3BOAUTCIIBHOCTD.

10. lns mmd¢ppoBaHud AAHHBIX B CHCTeMax COTOBOW cBa3u crTaHmapra GSM wucmosn3yercs
AJITOPUTM KU (POBAHUS:

C OTKPBITHIM KITFOYOM AS;
C CEKpPETHBIM KJII0UOM AS;
C OTKPBITBIM KIIFOUOM AS;

oo ow

C CEKpPETHBIM KITF0UoM A3.
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