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CoraacoBaHo:

3asenytownii Kadeapoii o6meit pusnkn 1 KBAHTOBBIX HAHOCTPYKTYP




1. AHHOTALIUS

1.1. Kparkoe onucanue coepiKaHus JTaHHOH AUCIUIUTHHBL,
KBanToBas kpunrorpadus — 3T0 00JacTh HAyKH, HAXOASIIAsICS HA IIEPECCUCHUH KBAaHTOBON
¢usukn W Kpunrorpaduu, B KOTOPOW HWCIONB3YIOTCS KBAaHTOBBIE CBOHCTBA YaCTHII
(HampuMep, CyNepIo3uIMsS U 3allyTaHHOCTh) JUId oOecreyeHus abCoMOTHO Oe30MacHOM
nepeaayu HHGOPMAIIKK.

1.2. TpynoeMKOCTh B aKaJIeMHYECKUX KpEAMTax M 4Yacax, (OPMBI HTOrOBOTO KOHTPOIL
(3K3aMeH/3a4eT);

OO0BEM TUCIUIUIMHEL: 5 3a4eTHRIX eaquHuIl, 180 akageMHYeCKUX YacoB
B Tom uucne:
Jlexuuu — 16 yacoB
[TpakTrueckue 3ansaTus — 16 yacos
KonTponbuble Mmeponpusatus — 54 yaca
CamocTosrenpHas padora — 94 gaca
1.3. B3auMOCBs3b JAUCHUIUIMHBI C IPYTHMH JUCIUIDIMHAMEA YYeOHOTO IJIaHa CIeIHATBLHOCTH
(HampaBieHMsI)

KBanToBoe nporpammupoBanue, IlporpaMmmupoBanue B pusnke, CTpyKTypbl JaHHBIX U QJITOPUTMBI,

CDYHKI_II/IOHaJ'IBHOC nporpaMMHupOBaHUC.

1.4. Pe3ynbTaThl OCBOCHHUSI IPOTrPAMMBI IUCHUTIIHHBIL:

Kon
HHIMKATOpPA
Kon JMOCTHKEHM S HaumeHoBanue
HaumenoBanue . .
KOMIETEeHIHH (8 KOMIIETEHIIUI | MHAUKATOPA TO0CTHKEHUI
KOMIIETEHIIUH (8 N
coomeemcmaeuu (6 KOMIETeHIIUI (8
coomeemcmeuu pabouum
pabouum c COOMEEMCmeUU | COOMBEemMcmseuY pabouum ¢
C YueOHbIM NIAHOM)
VUEOHbIM NIAHOM) pabouum c VUEOHbIM NIAHOM)
VueOHbIM
NIAHOM)
K-2 CnocobGen pa3zpabareiBath | [1K-2.1 3HaeT METO/IbI Pa3paboTKu
s deKTUBHbBIE 3¢ ()EeKTUBHBIX AJTOPUTMOB




AITOPUTMBI PEIICHUS
chopMyITHPOBAHHBIX
3a/1a4 C MCIOJb30BaHUEM
COBPEMEHHBIX SI3BIKOB
IPOrPaMMHUPOBAHUS U
obecreynuBaTh UX
IPOrPaMMHYFO
pean3aIuo

[1K-2.2

[1K-2.3

pelieHust Hay4YHO-
HCCIICIOBATEIILCKUX 3a71a4
YMeeT ucroiab30BaTh
QITOPUTMBI PEIICHUS
HCCIICIOBATEIIbCKUX 3a1a4 C
HCIIOIb30BAaHUEM
COBPEMEHHBIX SI3BIKOB
MIPOTrpaMMHUPOBAHUS
Bnaaeer HaBbIKaMu
pa3paboOTKu CTpaTeruu U
METO0JIOTUH HCCIICIOBAHUS
WU3JEIUN MUKPO- U
HaHORJICKTPOHUKH

2. YYEBHAS ITIPOI'PAMMA

2.1. Ilenu u 3a1a4i TUCIUILUTHHBI

I_[eJ'IB JUCHUIIIINHBI — (I)OpMI/IpOBaHI/Ie Y CTYACHTOB (I)YHI[aMeHTaJIBHHX 3HaHWUH U IIPAKTUICCKUX

HABBIKOB B 00JIACTH KBAaHTOBOI KpUNTOrpaduu Kak COBPEMEHHOT'O HaIpaBiieHUs HHPOPMAIIHOHHOM

0€3011aCHOCTH, OCHOBAHHOTO Ha (PM3UYECKUX MPUHIUIIAX KBAHTOBOH MEXaHUKH.

I[I/ICIII/IHJII/IHa HarpaBJICHa Ha M3YUYCHUC TCOPCTUYCCKUX OCHOB,

pacupCaciICHuA anoqeﬁ, (1)I/I3I/I‘16CKI/IX peanmaunﬁ KBAHTOBBIX KPHIITOCUCTCM, a TAKIKC aHAJIN3ad UX

YCTOﬁqHBOCTH K BO3MOXXHBIM aTaKaM.

3agauyu IMCHMIIJIUHGI.

L4 Cq)OpMHpOBaTL Y CTYACHTOB IIPCACTABJICHUC O q)HSI/I‘leCKI/IX [IpUHIHUIIAX, JIC)KAIIUX B OCHOBC

KBAaHTOBOM KpunTorpapuu

¢ (O3HaKOMHTH C 0a30BEIMH KBAaHTOBBEIMHU IMPOTOKOJIAMHU pacClIpCACICHUA KJII04en

e [Iloka3arh poib KBaHTOBBIX 3()(HEKTOB (CyNeprno3UINH, 3aTyTaHHOCTH, HEONPEAECICHHOCTH)

B oOecrnieueHn HHGOPMAITMOHHONW 0€3011aCHOCTH

e HayuynTh NpUMEHATH METOABI NMOCTOOPAOOTKH (KOPPEKLUMH OIINOOK, MH(OPMAIMOHHON

MEPEroHKN)

e (OOocHoBaTHL HGO6XOI[I/IMOCTL nepexoaa K KBaHTOBBIM U ITOCTKBAHTOBBIM MCTOAAaM 3allIUTEI B

YCJIOBUAX PA3BUTHUA KBAHTOBBIX BBIUMCIICHUH

KBAHTOBBIX IIPOTOKOJIOB



2.2. Tpy1oeMKOCTb JUCITUTUIMHBI U BUIBI YIe€OHOU pabOTHI (B aKaIeMUUECKUX YacaxX 1 3a4€THBIX

eIUHUIIAX) (YOaIUms CIMPOKU, KOMOpble He OyOyn RPUMEHEHbL 8 PAMKAX OUCUUNIUHDL)

Bcero, B | Pacnpenesienne mo cemecrpam

Buabl yueOHol padoThl aKaj. 8
yacax ceM.
1 2 8
1. O6mas Tpy10eMKOCTh U3yYeHUSs 180 180
JAMCIUILIMHBI 10 ceMeCcTPaM, B T. 4.:
1.1. AynuTopHble 3aHATHS, B T. U.: 32 32
1.1.1. Jlexuuu 16 16
1.1.2. IlpakTuueckue 3aHsITHS, B T. U. 16 16
1.2. CamocrositenbHas paboTa, B T. 4.: 94 94

1.2.1. TloaroroBka K 3K3aMeHaM

1.2.1.1. KypcoBble pabOThI

1.3. Koncynprammmn

1.4. Ipyrue MeTo 6l U GOPMBI 3aHITHH

WroroBslii KOHTPOJb (DK3aMeH, 3a4er, DK3aMeH DK3aMeH
Jud. 3a4eT - yKaszarh) 54 54

2.3. ConeprxaHue JUCHUILIMHBI

2.3.1. TemaTuuyeckuii NJIaH M TPYA0EMKOCTH ayIMTOPHBIX 3aHATHI (MOYJIH, pa3e/ibl
AUCHMILIMHBI M BU/AbI 32aHATHIT) 0 padoyemMy y4eOHOMY IIAHY

IIpakr.
Pa3gennl u TeMbl JUCHMILIMHBI Beero Jercumn(ax. | 3anurus
(ak. yacoB) 4acoB) (ak.
4acoB)

1 2=3+4+5+6+7 3 4
Tema .1. OCHOBBI KBAHTOBOU 6 3 3
TEOPHUH M MPUHIIUIBI KpUNITOrpadun
Tema .21IpoTOKOJIBI KBAHTOBOTO 5 3 2
pacnpenenenus kmodeit (QKD)
Tema 3. be3omacHOCTh, aTaKu U 7 4 3
YA3BUMOCTH KBAaHTOBBIX CUCTEM
Tema 4. be3zomacHOCTb, aTaku U 4 5 5
YA3BUMOCTH KBAaHTOBBIX CUCTEM
Tema 5. Apxurexrypa u 3 1 5
9JIEMECHTHEI KBAHTOBBIX CETE
Tema 6. KpaHTOBas
kpunrorpadus B 1b u npaBoBom 3 1 2
KOHTEKCTE
Tema 7. MoaenupoBaHue u 4 5 5
SKCIEPUMEHTAJIbHBIE 33/1a4U
HUTOIroO 32 16 16




2.3.2. Kparkoe cojep:kaHue pa3/aejioB JUCIUILIMHBI B BU/Jle TEMATHYECKOI0 MJIaHa

Tema 1. OcHOBBI KBAHTOBOI TEOPUHM U NPUHUMIIBI KpunTorpadum [1,2]

PaccmaTpuBaroTcst 6a3oBble MOJOXKEHUS KBAHTOBOW MEXaHUKH, HEOOXOAUMBIE Ui MOHUMAaHUS
KBaHTOBOM  Kpunrorpaduu:  TPUHIMI  CYNEPHO3ULUH,  3allyTaHHOCTh, HM3MEPEHHUS W
HeomnpeaeneHHocTb.  [IpoBoxuTcst  0030p  KiaccMuecko  kpunTorpaguu u  00OCHOBaHHE

H606XOI[I/IMOCTI/I KBAHTOBBIX MCTOJ0B 3allIUTHI HH(bOpMaHI/II/I.

Tema 2. [IpoTOK0JIbI KBAHTOBOIO pacnpeneieHus kiawoueit (QKD)[1,2]
W3y4aroTcsi OCHOBHBIE TPOTOKOJIBI KBAHTOBOTO PACIIPEICIICHUS KITFOUCH, a TaKKe UX MOAU(PHUKAIIH
U TMPAKTUYECKHE peanu3aliu. AHATU3UPYeTCs MpolLecC TeHepaluy U oOMeHa KIIIoYaMH 4epes

KBAHTOBBIC KaHaJIbI C HOCJ'IG,Z[}HOIJ.[CIZ KJIACCHUYECKOMH O6pa6OTKOﬁ.

Tema 3. Be3onacHOCTb, ATAKH H YSI3BHMOCTH KBAaHTOBBIX cucTeM [1,2]

AHaJIN3UPYIOTCS BO3MOXHBIE AaTaKd Ha KBAaHTOBblE KpunTOrpauyeckue CHCTEMbl, BKIOYas
nepexBaT M IOBTOPHYIO Iepelady, aTakd C HCIOJIb30BAHMEM KBAaHTOBOM MaMATH M JIa3€PHBIX
uMIyibcoB. PaccMarpuBaroTCsi MeTOAbl OOHApy)XEHHMs aTak M CIOCOObl  o0ecredeHus

MH(OPMaLlMOHHON 0€30M1aCHOCTH B KBAHTOBBIX ITPOTOKOJIAX.

Tema 4. dusnyeckune peaan3anuu: (pOTOHHbIC H ONITHYECKHUE cucTeMbl [1,2]
OnuceIBalOTCsl peayibHble (PU3NYECKUE YCTPOMCTBA M TEXHOJOTUH, HCIOJIb3yeMble B KBAHTOBOM
KpunTorpauu: oAMHOYHbIE (POTOHHBIE UCTOYHHUKH, MOAYJISATOPBI, HHTEPHEPOMETPHI, TETEKTOPHI U

BOJIOKOHHO-OIITUYCCKHUEC KaHaJIbI. O6CY)KI[&IOTCH TCXHUYCCKHUEC OI'PAHUYUCHUA U OIIMOKHU H3MepeHHfI.

Tema 5. ApXuTEeKTYpa U 3JieMeHThl KBAHTOBBIX ceTeil [1,2]
PaccmarpuBaroTcsi mpUHLMNBI MMOCTPOEHUS KBAHTOBBIX CETEM M MHOTOY3JIOBBIX CHUCTEM CBSI3H,
BKJIIOUasi KBAHTOBBIE PETPAHCISATOPHI, CIYTHUKOBYIO CBSI3b U MEPCIEKTUBBI TOCTPOSHUS INI00aTEHOTO

KBAHTOBOI'O UHTCPHCTA. O6cy>1<)1aeTc;1 B3aHMMOJEHCTBHE KBAHTOBBIX U KJIACCUYECKHUX KaHAJIOB.

Tema 6. KBanToBasi kpunrorpagus B HHPOPMALMOHHOM 0€301IACHOCTH ¥ IPABOBOM KOHTEKCTE

[1,2]



AHanu3upyercst pojib KBAaHTOBOM KpunTorpaguu B COBPEMEHHBIX CHCTEMax 3allliThl HH(OpMaLUU.
PaccmaTpuBaroTCcss MeXIyHapoJHbIE CTaHAAPTHI, MPABOBbIE ACMEKTHl HCIOIb30BAaHUS KBAHTOBOU

KpUnTorpaduu, a Takke MepCreKTUBBI BHEAPEHHUS B KPUTUYECKYIO HHPPACTPYKTYPY.

Tema 7. MoaesupoBaHue U 3KCIIepUMeHTAJIbHbIE 3a71a4u [1,2]
[IpoBomuTcss MoOAenMpoBaHWE pPadOTHl KBAHTOBBIX KPUNTOTpaUUECKHX IMPOTOKOJIOB Ha
IPOTPAaMMHOM ypPOBHE. BBINONHAIOTCS 1a00paTOpPHBIE SKCIIEPUMEHTHI C CUMYJISITOpaMU KBAaHTOBOU

CBSI3U ¥ aHATM3HUPYIOTCS TTApaMETPhl YCTOWIMBOCTH U APPEKTUBHOCTH PA3JIMUYHBIX PEeaTH3aIHM.

2.3.3. Kpatkoe coaep:kaHue NPaKTHYECKHX 3aHATHIA

1. IlpuHIMITBI KBAHTOBOW MEXAaHUKHU B KpUOTOTpapuu

OO6cysxeHne poiau KBaHTOBOM HEONPEAEeICHHOCTH, CYyNEPIO3ULIUN U 3allyTAHHOCTH B 00eCIeYeHUN
0e30IacHOCTH Mepenayu AaHHbIX. Pa3z0op (yHIaMEHTaJIbHBIX OTIMYMN MEXKIy KIACCHUYECKOW U
KBaHTOBOU KpHUIITOTpauUCH.

2. Ananus npotokosna BB84 u ero peanuszanuii

KounextuBHbli aHanmu3 paboTsl mpoTokoina BB84. O6cy:xieHne pa3auuHbIX BAPUAHTOB pealu3aluu:
¢ nosgpuzanuent GoToHoB, (Pa30BbIMU CABUIAMU U BPEMEHHBIMH METKaMH.

3. YA3BUMOCTH U aTaKu Ha KBAHTOBBIC KaHAIIBI

PaccmoTpenue BO3MOKHBIX CTpaTeTHii aTaKi Ha MPOTOKOJIBI KBAHTOBOH Kpuritorpaduu (Harpumep,
intercept-resend, Trojan-horse, photon number splitting). OGcy>xaeHre METOI0B OOHAPYKEHHS aTaK
U CTpaTerui 3aIiuThl.

4. IlpakTyeckue orpaHn4eHus PU3NUECKUX peanu3auuit

OOcyxneHne peanbHBIX TPoOJIeM, BO3HUKAIOUIMX IPH peaM3allii KBAaHTOBOH Kpumrorpadwuu:
NoTepU B KaHale, (POHOBBIN IITyM, OLIMOKH pErucTpaliiy, HECOBEPILIEHCTBA UCTOYHUKOB (JOTOHOB U
JIETEKTOPOB.

5. ApXHTeKTypa KBAaHTOBBIX CETEH U pactpeenEHHBIX CUCTEM

KomekTuBHOE 00CYKIIEHHE 3a/1a4 MOCTPOSHHSI KBAHTOBBIX CETEH, POJIM PETPAHCISTOPOB U y3IIOB, a
TaKXe MePCIEKTUB CITyTHUKOBOW KBAHTOBOM CBSI3H.

6. KBanToBas kpunrorpadus B cucreMax HHPOPMALMOHHONW O€30M1aCHOCTH

OOcyxneHne WHTETpallii KBaHTOBOW Kpumrorpadum B cymiectBytomme Mb-cuctempr u

UH(QPaCcTPYKTYphl. AHAIN3 MPABOBBIX M 3TUYECKUX aCMEKTOB MCIIOJIb30BaHHSI KBAHTOBOM 3aIIUTHI.



7. CpaBHUTEIBHBIN aHAIM3 KJIACCUYECKHUX U KBAHTOBBIX KPUIITOCUCTEM

['pynmoBoii aHaM3 MPEUMYIIECTB U HEJIOCTATKOB KBAHTOBOM KpurTorpaduu mo cpaBHeHHo ¢ RSA,
ECC 1 noct KBaHTOBBIMH aJITOPUTMAMH.

8. MonenupoBaHue U MHTEPIIPETALIUS PE3YIbTATOB CUMYJISLIUMA

PaccMmoTpenue pe3ynbTaToB Ja0OpPaTOPHBIX M MPOTPAMMHBIX CHUMYJIAIHA. OOCYKICHHE THUIOBBIX
omMOOK MOJCIUPOBAHUS M METOJOB MX yCTpaHeHUs. MHTepnperanus AaHHBIX C TOYKH 3PEHUS

TeOpur MHPOPMAITUHN B OE€30TTACHOCTH.

2.3.4. MaTepI/IaJIbHO-TeXHI/I‘leCKOC o0ecrneyeHue AUCHHUIIIINHBI

1. Y4eOHbIe TOMEIIEHUSI U 000PYIOBaHUE:

e Aynuropuu, 000py10BaHHbIE MYJIbTUMEANNHBIM IPOEKTOPOM U JJOCKOM;

e KomnbroTepHbli Kiacc ¢ BbIxo0M B MHTepHET (He MeHee 1 11K Ha 2 cTyneHToB);

2. [IporpamMmMHOe obecrieueHue:

e [lakeTrnl MOACIIMPOBAHUA KBAHTOBBIX CHCTCM!

e Quantum Toolbox in Python (QuTiP)

e IBM Quantum Lab (Qiskit)

e SimulaQron, QKDsim unu 1pyrue cuMynsTopbl KBAHTOBBIX ceTel

Cpena nmporpaMMHUpOBaHMS:

e Python 3.x, JupyterLab/Notebook

2.4. MoayJbHas CT

YKTYpPa AMCHUILIHHBI €

acmpesieJieHHeM BecOB 10 popmMaM KOHTpoJIei

Bec ¢popmbI Bec urorosoii
Bec ¢popmbi " .
(hpopm) DOMEAKYTOH Bec nrorosoit OLICHKH Beca pesyabTHpylomei
TeKYLIEro P Horoy OLICHKH NMPOMEKYTOYHOT O OLIEHKH
KOHTPOJISl B KOHTDOJIS B MPOMeKYTOYHO KOHTPOJISl B NPOMEeKYTOYHBIX
o €3yJIbTHPYI0 . 0 KOHTPOJIA B e3yJIbTHPYIOLIei KOHTPOJIel U OLleHKH
@DopMbl KOHTPOJIei pesy, Py HTOrOBOif P pesy pylotil P "
11eif oneHKe omenKe pe3yJbTHPYION] oleHKe HTOTOBOI0 KOHTPOJISI B
TeKyliero DOMEKYTOH eii oleHKe NMPOMEKYTOYHBIX pe3yJbTHpYIoLIei
KOHTPOJIs P Horg MPOMEKYTOYHBI KOHTpoJIei olleHKe HTOT0BOT0
(mo X KOHTpoJei (cemecTpoBOii KOHTPOJISA
KOHTPOJIsA
MOJYJISIM) OlleHKe)




Buj yueOHOI paboThl/KOHTPOJIA M1t | M2 M1 | M2 M1 M2

KonrponbHas padora (npu naruuuu) 0.5 0.5

YcTHbIH onpoc (npu Hanuuuu)

Tect (npu nanuuuu)

JlabopaTtopHsie paboThI (npu Haruyuu) 0.5 0.5

[TucbMeHHbIE TOMAITHKUE 3aaHus (npu
Haauyuu)

Pedepar (npu nanuyuu)

Occe (npu nanuyuu)

[IpoekT (npu nanuuuu)

Pewenue 3a0au 0.5 0.5

Beca pe3ynpTHpYONNX OLIEHOK 0.5 0.5
TEKYIIMX KOHTPOJICH B HTOTOBBIX
OLICHKAaX NMPOMEKYTOUHBIX KOHTpPOJIeH

Beca oneHOK IpoMeKyTOYHBIX
KOHTPOJIEH B UTOTOBBIX OLIEHKAX
IIPOMEKYTOYHBIX KOHTPOJIEH

Bec uroroBoii oneHku 1-ro 0.5
IIPOMEKYTOUHOTO KOHTPOJIS B
pe3yJIbTUPYIOUIEH OLICHKE
IIPOMEKYTOYHBIX KOHTPOJIEH

Bec UTOroBoii oLeHK: 2-ro 0.5
MPOMEKYTOYHOTO KOHTPOJIS B
PE3YIBTUPYIOIIEH OIIEHKE
POMEKYTOYHBIX KOHTPOJIEH

Bec pesyneTupyromeii orieHKu 0.5
MPOMEKYTOYHBIX KOHTPOJICH B
PE3yIBTUPYIOIIEH OIIEHKE HTOTOBOTO
KOHTPOJIS

Bec nToroBoro KOHTpoJIsi 0.5
(JIx3ameH/3a4eT) B pe3yIbTUPYIOLIECH
OIIEHKE UTOTOBOTO KOHTPOJIT

2=1 =1 p=1p=1 =1 [3=1 2=1 2=1

3. Teoperuueckmii 0,10K (YKazvleaiomcsa mamepuansl, He0OX00UMble O 0CB0EHUA YUEOHOIU
npozpammol OUCYUNIUHDL)
3.1. Marepuaisl 1o TEOPETHUECKON YaCTH Kypca
3.1.1. YueOHuk(n);
1. M.A. Nielsen, I.L. Chuang — Quantum Computation and Quantum Information.
— Cambridge University Press, 10th Anniversary Edition, 2010.
(I'maBa 12 mocBsileHa KBaHTOBOW Kpumnrtorpaduu; QyHIaMEHTAIbHBIM HUCTOYHHUK IO
Bcel o0actu.)
2. Bennett C.H., Brassard G. — Quantum cryptography: Public key distribution and coin

tossing.

1 VueOubrit Mopyinb




Proceedings of IEEE International Conference on Computers, Systems, and Signal

Processing, 1984.

4, ®oHABI OUEHOYHBIX CPEICTB (YKA3bl6AIOMCA Mamepuaibl, HeodxXooumvle 011 NPOGEPKU
YPOGHA 3HAHUIL 6 COOMBEEMCMEUU C COOEPHCAHUEM YUEOHOI NPOZPAMMbBL OUCUUNTUHDL).
4.1. IInaHbl NPaKTUYECKUX 3aHATHH
[TpakTrdeckoe 3ausaTue 1 — OCHOBBI KBAHTOBOM MEXaHUKHU I Kpuntorpadun

Tembl: cynepno3uius, U3MepeHue, 3alyTaHHoCTb. PaboTta ¢ cumynstopamu.

[TpakTueckoe 3anstue 2 — IIporokosn BB84: anroputm u MoaenupoBaHue
Tembl: co3maHue KBAHTOBBIX OWTOB, BHIOOp 0Oa3ucoB, oOMeH kmouamu. [Ipumep Ha

Python/Qiskit.

[TpakTuyeckoe 3ansTue 3 — AHanu3 arak: intercept-resend u photon number splitting

Temer: nMHUTalMA aTaK, BOCCTAaHOBJICHHEC KJIHO4a, 06H21py>KCHI/I€ BMEIIATCIJILCTBA.

HpaKTqucxoe 3aHATHEe 4 — Peanu3zanms KBaHTOBOM CBSI3M B BOJIOKOHHO-OINTHYECKOM
KaHaJIc

Tewmbl: moTepu, rym, cuHXxpoHu3anus. Padora ¢ monensio B QuTiP.

[TpakTiueckoe 3anatue 5 — [loctoOpaboTka: nHGOPMAIIMOHHAS IEPETOHKA U UCTIPABIICHUE
OLINOOK

Tewmsr: anroputmsl Cascade, LDPC-kobr.

HpaKTI/IquKOC 3aHsITHE 6 — MO,Z[GJIHpOBaHI/Ie KBAaHTOBOM CeTH rnepeaayun KJII04Yen

Temer: MHOI'0Yy3JI0Bas1 TOIIOJIOIUA, KBAHTOBBIC PCTPAHCIATOPHI, FI/I6pI/II[HI>IC CCTH.

[TpakTuyeckoe 3ansaTue 7 — CpaBHEHHE KBAHTOBOM M MOCTKBAHTOBOM KpUNITOrpaduu

TeMmsr: 0630p AJITOPUTMOB, OLICHKA BPECMCHU LHH(I)pOBaHI/IH U CTOMKOCTH K B3JIOMY.

IIpakTnueckoe 3ansaTue 8 — KOHTpobHAsA IpakTUKA: 3alIUTa MPOEKTA UM MOJIETUPOBaHUE
IIPOTOKOJIA

TeMmpbr: WHJAUWBUAYAJIBHBIC WA T'PYIIIOBBIC 3aJaHUA 110 MOJACITIUPOBAHHNIO, 3alllUTaA peH.IeHHfI.



4.2. Matepuabl IO IPAKTUYECKON YacTH Kypca

4.2.1. YueOHO-METOINIECKHUE ITOCOOHS;

1.M.A. Nielsen, I.L. Chuang — Quantum Computation and Quantum Information.

— Cambridge University Press, 10th Anniversary Edition, 2010.

(I'maBa 12 mocesmiena kBaHTOBOW KpunTtorpaduu; GyHAAMEHTAIbHBIA HUCTOYHUK I10

Bcel o0J1acTu.)

2.Bennett C.H., Brassard G. — Quantum cryptography: Public key distribution and coin

tossing .Proceedings of IEEE International Conference on Computers, Systems, and

Signal Processing, 1984.

4.3. Borpocs! U 33/1aHuUs Ul CAMOCTOSITEIIEHOW PabOThI CTYICHTOB

1.
2.

10.

B yem 3akitouaercst OTIMYME KJIACCUYECKUX U KBAHTOBBIX OMTOB?

OObsicHUTE MPUHIUI JEHCTBUS KBAHTOBOro pacmpenenenus kimoueit (QKD) B
npotokosiec BB&4.

Uro Takoe KBaHTOBAsI 3allyTAaHHOCTb U KaK OHA MCIIOJIb3yeTCs B Kpunrtorpagpuu?
Kakue Tunbl aTak BO3MOXHbBI B KBAHTOBBIX KpUIITOrpapruecKux cucremax?
OO6ocHyiiTe, no4YeMy HEBO3MOXKHO KJIOHUPOBAaTh IIPOU3BOJILHOE KBAHTOBOE
COCTOSIHHE.

B dyem cocrour mnpuHOUN «OOHApyXEHHs BMEIIATEIbCTBA» B KBAHTOBBIX
IIPOTOKOJIAX?

[Tepeuncnure U oxapakTepusyiTe (U3NUYECKHE YCTPOWCTBA, HUCIONb3yeMblEe B
cucremax QKD.

Kak obecrieunBaeTcst KOppekiuss OIMOOK M KOH(PHUIEHIUAIBHOCTh I0OCIIE
nepesadn Kiroda?

B 4em 3akitodaeTcst posib KJIaCCHUECKOro KaHajla B KBaHTOBOM kpuntorpapuu?
Kakne coBpeMeHHBIE TPOEKThI U KOMIIAHUM 3aHUMAOTCS KomMepueckuMu QKD-

cucreMamMu?

4.4. Tematuka KypcoBBIX paOOT U Ipyrux GOpM CaMOCTOSATEIbHBIX paboT

HcTopus u pazputue KkBaHTOBOU Kpuntorpaduu: or BB84 1o kommepueckux cucrem
ITporoxon BB84: npuniunel, peanuzanus, ya3BUMOCTU
KBaHTOBas 3a1yTaHHOCTh KaK pecypc B KpUIITOrpapuu



o  ®dusnueckue peanuzanuu QKD-cuctem: HCTOYHUKH, KaHAJIBI U IETEKTOPBI

e Pouib TEOpEMBI 0 HEBO3MOXXHOCTH KJIOHMPOBAHHUS B KBAHTOBOM 0€30MaCHOCTH

e IlIporokonsl B92, E91 u SARGO04: cpaBHUTEIbHBIN aHAIIN3

e [lepexBar u 3ammTa: TUIBI ATaK HA KBAHTOBBIE KaHAJIbI

e KBaHTOBBIEC PETPAHCIATOPHI U BOBMOKHOCTh CO3JaHUSI KBAHTOBOI'O UHTEPHETA

o [IpakTuyeckue mpoOJIeMbI peanr3alui KBAHTOBOW KPpUITOrpaduu B TOPOJACKUX CETAX

e [IpumeHeHue anropuTMoB KoppeKiuu ommook B QKD

e KganToBas kpunrorpadus B CIIyTHUKOBBIX KaHalax CBSI3U

e DTHKa ¥ MPABO B UCIIOJIL30BAHUH KBAaHTOBOI KpHUIITOTpaduu

e [loctkBanToBas Kpunrorpadus u e€ OTINUNE OT KBAHTOBOU

e (Cpasuenne 3pdpexrnBHOcTH RSA, ECC 1 QKD B ycnoBusX yrpo3 KBaHTOBBIX aTak

e ApXWTEKTypa TUOPUIHBIX (KBAHTOBO-KJIACCHUECKHX) CHCTEM HWH(GOPMaIMOHHON
0€e30MacHOCTH

e [IlepcriekTHBBI  BHEApPEHUS  KBAHTOBOM  Kpunrorpaguu B KPUTHUECKYIO

UHPPACTPYKTYPY
e KBaHTOBBIEC I'€HEPATOPHI CIyYaWHBIX YACEI U UX TpuMeHeHue B 11b

e MexayHapoaHble CTaHIApThl M CepTU(HKAIMS KBAHTOBBIX KPUITOrpaduuecKUx
pelieHu

e MopenupoBaHue KBAHTOBOI'O KaHaJla C LIyMOM U IIOTEPSIMU

e [IporHo3 pa3BuUTHS TII00AJIBHBIX KBAaHTOBBIX CETEH M PUCKU KuOepOe30macHOCTU
Oyymiero

4.5. OOpasupl BapuaHTOB KOHTPOJBHBIX pabOT, TECTOB W/WIM JPYyrUX (GOpM TEKYIIUX U

IIPOMEXKYTOUHBIX KOHTPOJIEH

Yacts I. Tepmunsl u ornpenienenust (OTBET B 1—2 NpeyioKeHHIX)

Yro takoe KyOUT?

OO®bsicHUTE TPUHLIKIT HeollpeaeneHHocTH ['elizendepra.

UTo 03Ha4aeT «KBAHTOBAs 3aIlyTAHHOCTb»?

Ha3zoBute kit04eBoe OTINYHE MEXKAY KIACCUUECKUM OUTOM U KyOUTOM.

Yro Takoe KBaHTOBAsI aTaka TUIla «intercept-resend»?

Yacrs II. Bonpock! ¢ pa3BepHYTHIM OTBETOM

Onwumute npotokon BB84. B uem ero uzes n kak odecrieunBaercs 6€30MacHOCTh?



[TpuBeauTe BO3MOXKHBIE OLIMOKH, BO3HUKAIOIINE B KaHAJIe KBAHTOBOM CBSI3U, M CIIOCOOBI MX
yCTpaHEHHUsl.

Cpasuure npuHunsl padotsl BB84 u B92.

OO0BbsicCHUTE HEBO3MOXKHOCTb KJIOHHPOBAHHUS IMPOU3BOJBHOIO KBAHTOBOI'O COCTOSIHUS U €€
3HA4YeHUe JUIsl KpunTorpapum.

Kak o0ecrieunBaeTcsl BEIIBICHHUE InepexBara B KBAHTOBOM HpOTOKOJ’Ie?

Yacrs I11

Kakoli pu3znueckuii 2eMeHT UCHOIb3YeTCs sl CO3JaHUs OJUHOYHBIX (POTOHOB?
a) Ontuyeckuit GuIbTP

0) Jlazep ¢ MOHMKEHHBIMU UMITYJIbCAMU

B) ludpakunonnas perrerka

r) Jlerekrop APD

Kakoe yTBepxaeHue BepHO?

a) KBanroBas kpunrorpadus 3aMeHseT Xam-QyHKIUN

6) KBaHTOBBIE KIIOYM MOTYT OBITH HCIOJB30BAHBI COBMECTHO C KJIACCUYECKUMU
ITOPUTMaMHU

B) BB84 He 3amunien ot npociaymmBaHus

r) RSA ycToiiunB Kk KBaHTOBBIM aTakam

4.6. IlepeueHb SK3aMEHAI[MOHHBIX BOIPOCOB

1. OcHOBHBIE TPHUHIUIBI KBAHTOBOW MEXaHUKH, JIeKAIMEe B OCHOBE KBAaHTOBOK
KpunTorpaduu
KBaHTOBBII OUT (KyOUT): onpeseneHne, CBOMCTBa U OTIIMYME OT KJIAaCCHYeCKOro Oura
[TpuHIMN Cynepno3ULIUK U €ro pojib B KBAHTOBOMU Mepeaade nHpopMauu
KBaHTOBas 3aITyTaHHOCTH | €€ MPUMEHEHUE B KPUNITOTPaPHIECKUX IPOTOKOJIAX

[Tporoxon BB84: crpykTypa, 6a3uckl, MpUHIMIIBI 0€30M1aCHOCTH

o U A W N

[Ipobnema  HEBO3MOXXHOCTH  KJIOHHUPOBaHMS  KBAaHTOBOIO  COCTOSIHMSI M €€
KpUnrorpaduyeckoe 3HaueHUEe

7. TIpoTOKOJIBI COTIIaCOBaHMS KIIIOUEH B YCIOBHSAX ITyMHOTO KaHaja



8. Twurmbl aTak Ha KBAaHTOBBIC KpUITOrpaduueckue cucreMsl (intercept-resend, Trojan-horse u
zp.)

9. Metoasl 0OHapYKEHUS TIepexBaTa U MPOBEPKU OE30MaCHOCTH B mpoTokonax QKD

10. ®usnueckue KOMIIOHEHTHI KBAaHTOBOH KPHITOCHCTEMBI: HCTOYHMKH (DOTOHOB,
MOJIIPU3ATOPBIL, JETEKTOPHI

11. OcobeHHOCTH Mepeaayu KBAHTOBBIX COCTOSIHHUM Yepe3 BOJIOKOHHO-ONTHYECKHE KaHAaIbI

12. MozaenupoBaHue KBaHTOBOTO KaHajla: BIUSHHUE MTOTEPh U IIIyMOB

13. Anroput™msl moctoOpabOTKH: KOPPEKIHs OMUOOK U HH(OpMAITMOHHAs TePEerOHKa

14. AnmnapartHas peaivn3anusi KBAHTOBOM Kpunrorpaduu u e€ orpaHU4eHus

15. TIpuHIMIBI TOCTPOCHUS KBAHTOBBIX KOMMYHHMKAIIMOHHBIX CETEH

16. KBaHTOBBIE peTPaHCIATOPHI H MEPCIIEKTUBBI OCTPOCHHS KBAHTOBOTO HHTEPHETA

17. CpaBHEHHE KBaHTOBOH M MIOCTKBAHTOBOW KpUMTOTpadun

18. IlpumeHeHne KBaHTOBOM KpunrTorpaguu B MHGOPMAIIMOHHONW O€30MMacCHOCTH M 3aIlUTe
KPUTHYECKON UHPPACTPYKTYPHI

19. MexayHaponHble CTaHIAPTBI W IPABOBOE PETYJIUPOBAaHHE B 00JacTH KBAHTOBOK
Kpunrorpadun

20. O030p coBpeMEHHBIX KOMMEpUECKHX pemieHuit B oonactu QKD

21. TlepcneKTHUBBI pa3BUTHS KBAHTOBBIX CETEH B I7100aIbHOM MacIiTade

4.7. O0pa31bl IK3aMEHAIMOHHBIX OUIIETOB

buner Nel

1.IIpuHIMI CYTIepIIO3UIMH U €TO POJIb B KBAHTOBOM KpUNTOrpaduu

2.CtpykTypa u 31ansl nporokosa BB84

3.Cmonenupyiite nepenauy 4 kyoutos B ipotokosie BB84 u onpenenure pesynbrar B cirydae
COBIIAJICHUs ¥ HeCOBMajJieHNs 6a3ucoB y Anncel U boba

buner Ne2

1.KBaHTOBas 3amyTaHHOCTH: OMpeeNieHrue U KpUnTorpapuieckoe NpruMeHeHHe
2.0co6ennoctu mporokona E91 u mpoBepka HepaBeHncTBa bemna

3.Paccumnraiite BeposiTHOCTh ommOok B QKD-kanane ¢ 10% moteps u 5% mrymom

busner Ne3

l.TeopeMa O HCBO3MOKHOCTH KIIOHUPOBAHUA U e€ 3HaueHue Il 0e30IMacHOCTH



4.8.

2. Tumbl aTak Ha KBAaHTOBBIE MPOTOKOJIBL: iNtercept-resend, photon-number splitting
3.Cmonenupyiite ataky «intercept-resend» Ha nporokon BB84 u npoananusupyiite, kak eé
MOXHO 00OHApYXHUTh

O6p33HI>I OK3aMCHAallMOHHBIX IIPaKTHYCCKHUX 3az[aH1/n71

3aganue 1. MoznenupoBanue nportokosia BB84
Cwmonenupyiite paboTy KBaHTOBOTO IpoTokosia BB84 Ha HaGope u3 8 Our.

ChopmupyiiTe cirydaitHyr0 OMHapHYIO CTPOKY (CO0OIIeHne AJTUCHI).

[Ipumenute ciayuaiinbie 6a3uckl (Z u X) 11 KOJAPOBAHUS.

Cmopenupyiite BeIOOp 6a3ucoB boGom u onpeaenuTe noayyeHHbIE OUTHI.

Haiinure no3uiuu coBnajeHus 0a31MCcOB U U3BIEKUTE KITIOY.

BBeauTe B Moiens nepexBaTurKa (araka intercept-resend) ¥ BBIYMCIUTE JOJIO OMIHOOK.
3ananue 2. AHaiu3 ysi3BUMOCTU KBaHTOBOI'O KaHaja

Bam naHbl naHHBIE KBAHTOBOTO MPOTOKOJIA, B KOTOpoM Aunmca nepenana 10 Out, u3 Hux 4
OBLIM MepexBaueHbl U TOBTOPHO OTIIPABJICHBI.

[Tpoananu3upyiiTe, Ha KaKUX MO3UIHSIX BO3MOKHBI OIIHOKH.

PaccuuraiiTe BepOsSTHOCTh OOHAPYKEHUS aTaKH.

OrneHuTe KOITUYECTBO HHPOPMAIINH, KOTOPOE MOTEHIIMAIBLHO Y3HA 3JI0yMBIILIICHHUK.

HpeI[J'IO)KI/ITC MCPBI 110 YCUJICHUTO 0e30IMaCHOCTH Ha dTalle HOCTO6pa6OTKI/I.

3aganue 3. dusnueckas peanusanns KBAHTOBOTO KaHalIa
Ha ocHoBe npencTaBieHHbIX XapaKTEPUCTUK 000PYI0BaHMUS:

Jmuna Bonebl: 1550 HM

[Totepu na 1 xm: 0.2 nb

Paccrosinue: 20 kxm

DddexTuBHOCTE AeTekTopa: 0.3
Brimosiaure:

PaccuuraiiTe o0mine moTepu B JINHUU CBS3HU.

OneHuTe BEpOSITHOCTh PErUCTPAI[MU CUTHAIIA.



Onpenenure, HACKOIBKO HAEXKHA IIepeiada KII0YeH IPU TAKOM PACCTOSHUM.

[Tpenoxxute crocoObl MOBBIIEHUS 3(PPEKTUBHOCTH CHCTEMBI.

5. Meroanueckuii 010K
5.1. Meroauka npernoaaBaHus

5.1.1. Meroauueckue pEKOMEHJAUUHU JUIsl CTYJEHTOB IO IOATOTOBKE K CEMUHAPCKUM,
INPAaKTUYECKUM MJIM JIAOOPATOPHBIM 3aHATHUSAM, 110 OpPraHU3aLUM CaMOCTOSTEIbHON
paboThI CTYICHTOB MPU U3YYEHUU KOHKPETHOHN TUCLIUITIIMHBI.

IToaroroBKa K NPAKTHYECKHUM 3aHATHIM
e3apaHee u3ywailTe TeMmy: meped KaXKAbIM CEMHUHApOM pEKOMEHAYETCS IPOYUTaTh
COOTBETCTBYIOILYIO IJIaBY W3 Y4YeOHMKA WJIM PEKOMEHJIOBAaHHOM CTaThu (CHMCOK Jaercs
IIpenoaBaTeieM).
eBrinuchiBaiiTe KJIIOYEBBIE IOHATUA: IOATOTOBbTE ONPEACICHHUS TEPMHHOB  (KyOWT,
cynepro3unus, nporokosn BB84, 3anyranHocTs u ap.).
e AHaIM3UpYHTE MpHUMEpHI: pa3depuTe 3apaHee MPUMEPbl U3 JIEKUUH M IMPAKTUKH, YTOOBI

YBEPEHHO Y4acTBOBATh B OOCYX/ICHUM.

e DopMyIMpYHTE apryMEHTBI: €CIM MPeayCMOTPEHb! JUCKYCCHH (Hanpumep, cpaBHeHre BB84 u

RSA), moaroroBbTe NO3ULUIO, IPUMEPHI U BOIIPOCHI K OMIIOHEHTAM.

ellcnionp3yiiTe HayuYHble UICTOUHUKHU: CTapaiiTech onuparhes Ha ctatbu U3 IEEE, arXiv, Springer

" JAp. U paClInpCHU IOHUMaHHA U 000CHOBAHHMS CBOCH TOUKH 3pCHHA.



